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1 68 Federal Register 8343.

What You Will Learn in This Chapter
o   Specifics of nine Administrative Safeguard Standards and their Implementation 

Specifications.

o   How reasonable and appropriate actions provide the framework for the dental 
practice’s implementation of the Standards, and are related to your dental  
practice’s size, complexity, or the environment in which it operates.

o   How to distinguish required and addressable Implementation Specifications in 
Administrative Safeguard Standards.

o   Why cost is a consideration in a dental practice’s exercise of responsibility for 
compliance with the Security Rule, but that “[c]ost is not meant to free  
covered entities from this responsibility.”1

o   Why the HITECH Act requires you to reexamine your most recent Security Rule 
risk analysis to ensure that your dental practice is in compliance with new  
federal regulations relating to “breach notification.”

Key Terms
The following terms are key to understanding the content of this chapter.  
You will find meanings of each term in the Definitions of Key Terms in Appendix 1-1 and 1-2.

Addressable
Administrative Safeguards
Authentication
Availability
Breach
Confidentiality
Covered Entity
Electronic Media
Electronic Protected Health Information
Implementation Specification
Integrity
Protected Health Information
Required
Security Incident
Unsecured Protected Health Information
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There are nine Administrative Safeguard Standards. Each Standard has one or more Implementation 
Specifications, which are designated by HIPAA as being either required or addressable. Addressable 
does not mean “optional.” Rather, an addressable Implementation Specification means that a dental 
practice must assess whether the Implementation Specification is a reasonable and appropriate 
safeguard for that dental practice, when analyzed with reference to its likely contribution to 
protecting the entity’s electronic protected health information. Then the dental practice must 
either implement the Implementation Specification if it is reasonable and appropriate, or, if it is 
not reasonable and appropriate, the practice must document why not, implement an equivalent 
alternative measure if reasonable and appropriate, and document the equivalent alternative measure.

Administrative Safeguards are “administrative actions, and policies and procedures, to manage 
the selection, development, implementation, and maintenance of security measures to protect 
electronic protected health information and to manage the conduct of the Covered Entity’s 
workforce in relation to the protection of that information.”2

The Administrative Safeguards and their Implementation Specifications focus on analyzing where 
your dental practice may be vulnerable (risk analysis) and providing guidance on how you can 
develop policies and procedures and enhance your business operations to safeguard your practice’s 
electronic systems and electronic protected health information.

Your dental practice’s Security Rule risk analysis is the foundation for your safeguarding your 
electronic systems and electronic protected health information. Remember, the Security Rule 
applies to electronic protected health information, while the Privacy Rule applies to health 
information in any format, including oral, hard copy (paper or other physical items such as films), 
and electronic formats.

Confidentiality, integrity, and availability are the basic elements of HIPAA security:

•   Confidentiality means that “data or information is not made available or disclosed to 
unauthorized persons or processes.”3

•  Integrity means that “data or information have not been altered or destroyed in an 
unauthorized manner.”4

•  Availability means that “data or information is accessible and useable upon demand 
by an authorized person.”5

As your dental practice develops, implements, reviews, and updates policies and procedures to fulfill 
the requirements of the Administrative Safeguard Standards, remember to keep confidentiality, 
integrity, and availability in the forefront of your practice’s decision-making. These are important 
concepts to discuss with your Business Associates as well.

Administrative Safeguard Standards:  
HIPAA Security Rule

Chapter 4

2 45 CFR 164.304
3 45 CFR 164.304
4 Ibid.
5 Ibid.
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Administrative Standards and Implementation Specifications
We outline below the Administrative Standards and their Implementation Specifications, and provide 
you with what each Standard requires and sample policies and procedures. In the appendices to 
this book, you will find tools you can use to facilitate your dental practice’s compliance with the 
administrative Standards. 

Table 4.1 Standard Administrative Safeguard Standards at a Glance

   Required or 
Security Standard Implementation Specification Addressable

Security Management Process A. Risk Analysis Required

 B. Risk Management Required

 C. Sanction Policy Required

 D. Information System Activity Review Required

Assigned Security Responsibility   Required

Workforce Security A. Authorization and/or Supervision Addressable

 B. Workforce Clearance Procedure Addressable

 C. Termination Procedures Addressable

Information Access Management A. Isolating Health Care Clearinghouse Functions Required

 B. Access Authorization Addressable

 C. Access Establishment and Modification Addressable

Security Awareness and Training A. Security Reminders Addressable

 B. Protection from Malicious Software Addressable

 C. Log-in Monitoring Addressable

 D. Password Management Addressable

Security Incident Procedures  Response and Reporting Required

Contingency Plan A. Data Backup Plan Required

 B. Disaster Recovery Plan Required

 C. Emergency Mode Operation Plan Required

 D. Testing and Revision Procedure Addressable

 E. Applications and Data Criticality Analysis Addressable

Evaluation   Required

Business Associate Contracts and   Written Contract or Other Arrangement Required 
Other Arrangements  

Remember, you are entitled to use reasonable and appropriate 
measures to implement HIPAA Security Administrative, Physical, and 
Technical Safeguard Standards and Implementation Specifications.

 
TIP



  Chapter 4: Administrative Safeguard Standards: HIPAA Security Rule          3 

A D A  P R A C T I C A L  G U I D E  T O  H I P A A  C O M P L I A N C E

What is Required: Implement policies and procedures to prevent, detect, contain, and correct 
security violations.

What This Standard Means for Your Dental Practice: 
This Standard requires your dental practice to evaluate your risks and determine how it will prevent, 
detect, contain, and correct security violations related to unauthorized access, use, or disclosure of 
electronic protected health information, corruption of such information, or inability to access it when 
needed. Your practice needs to evaluate what could go wrong, establish a risk management plan to 
serve as a guidance tool in the event something does go wrong, and be prepared to execute the plan 
to remediate the security problem. 

The security management process Standard and its four required Implementation Specifications 
“form the foundation upon which [your dental practice’s] necessary security activities are built.”7

Your dental practice must assess and manage its security risks, implement a sanction policy to serve 
as a deterrent to noncompliance by workforce members, and periodically review information system 
activity records. “[C]overed entities have the flexibility to implement the Standard in a manner 
consistent with numerous factors, including such things as, but not limited to, their size, degree of  
risk, and environment.”8 

Whether you already have a comprehensive security strategy in place or are just beginning the 
process, your dental practice should have on hand as a resource the following 117-page publication 
from the National Institute of Standards and Technology (NIST):

An Introductory Resource Guide for Implementing the Health Insurance Portability and 
Accountability Act (HIPAA) Security Rule. NIST Special Publication 800-66 Revision 1, 
October 2008.9

We recommend that you download and read this document. We will refer to this document often in 
the discussion that follows. For each of the security Standards in this chapter, we provide a specific 
reference in Appendix 4-1 to the page or pages in NIST Special Publication 800-66 Revision 1 that 
refer to that Standard. For example, NIST pages 17-19 outline and describe activities and sample 
questions that your dental practice should consider in addressing the Implementation Specifications 
for the Security Management Process Standard. 

6 Code of Federal Regulations
7 68 Federal Register 8346.
8 Ibid.
9  This 117-page NIST document is available for download at: www.csrc.nist.gov/publications/nistpubs/800-66-Rev1/SP-800-66-Revision1.pdf. 

Appendix 4-1 includes information from this document relating to the Administrative Standards and their Implementation Specifications.

Standard:  
SECURITY MANAGEMENT PROCESS

 Administrative Federal Register (FR)/ Implementation Required or
 Safeguard Standard Location in CFR6 Specifications Addressable

 Security Management 68 FR 8377 A. Risk Analysis Required
 Process 45 CFR 164.308(a)(1)(i) B. Risk Managment Required 
   C. Sanction Policy Required 
   D.  Information  Required 

System Activity  
Review
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Your practice also may find it useful to consult for guidance other 800 Series documents prepared by 
the Computer Security Resource Center (CSRC) at NIST, which are available for online download in 
various formats.10 We also will refer to several of the documents in the NIST CSRC 800 Series in the 
pages that follow.

Written documentation plays a key role in implementing the Security Management Process in the 
dental practice. Your practice must have current and complete documentation of all security measures, 
policies and procedures, and actions, activities, and assessments pertaining to the Security Rule that 
your practice has taken. Just having policies and procedures that are not implemented and followed 
is not compliance! Documentation may be in electronic or paper format, and it must be retained for six 
years from date of creation or from the date it was last in effect, whichever is later. 

What to Do: Conduct an accurate and thorough assessment of the potential risks and 
vulnerabilities to the confidentiality, integrity, and availability of electronic protected health 
information held by the Covered Entity.

Implementation Specification: Risk Analysis

The risk analysis is the heart of the HIPAA Security Rule. You will find that your dental 
practice already has a number of security measures in place, but now you need to document 
those measures. The required risk analysis provides your practice with the opportunity to formally 
identify its security measures, evaluate their effectiveness, mitigate known risks (threats and 
vulnerabilities), and document your findings. Even if you have conducted a recent risk analysis, two 
provisions of the HITECH Act require you to update your practice’s risk analysis to (1) determine 
if you will secure your practice’s electronic protected health information through appropriate 
encryption; and (2) establish procedures for how your practice will assess harms if your practice 
decides not to encrypt its electronic protected health information and there is a breach of your 
practice’s unsecured electronic protected health information. We discuss these HITECH Act 
provisions further in Chapter 1.

 Administrative Federal Register (FR)/ Implementation Required or
 Safeguard Standard 45 CFR Part Specification Addressable

 Security Management 68 FR 8377 A. Risk Analysis Required
 Process 45 CFR 164.308(a)(1)(ii)(A)

Before you decide how best to safeguard your practice’s protected 
health information you must first evaluate and quantify the risks that 
your practice faces and could face in the future. 

 
TIP

10 Visit http://csrc.nist.gov/publications/nistpubs. Your practice will find it useful to visit this site whenever you update your risk analysis, as NIST regularly 
adds new documents and revisions of existing documents that pertain to security of sensitive information (e.g., electronic protected health information).
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11 See Appendix 4-2: Sample HIPAA Security Risk Assessment for a Small Dental Practice.
12 “Risk Management Guide for Information Technology Systems,” July 2002, available at: www.csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf. 
13 See Appendix 4-3: NIST Appendix E: Risk Assessment Guidelines.
14 Your practice’s Security Official is ultimately responsible for your practice’s compliance with security safeguard Implementation Specifications under the  

HIPAA Security Rule, but may delegate tasks and functions in order to carry out the work to achieve compliance.

Sample Policy
Our dental practice Security Official will conduct an accurate and thorough assessment of the 
potential risks and vulnerabilities to the confidentiality, integrity, and availability of the practice’s 
electronic protected health information and will update the risk analysis whenever our practice 
determines that risks of changes in our practice operating environment or in the regulatory 
environment warrant review.11

Our dental practice workforce members are responsible for complying with the practice’s risk  
analysis policies and procedures.

Sample Procedures
Our Security Official shall conduct and periodically update, as necessary, our practice’s risk analysis 
whenever our practice determines that risks or changes in our practice operating environment or in the 
regulatory environment warrant review. Our practice shall use the nine risk analysis guidelines outlined 
in the National Institute of Standards and Technology (NIST) Special Publications, 800-3012 and 
800-66 (Revision 1)13:

•  Define the scope of your risk analysis based on how your dental practice uses electronic media 
that contain electronic protected health information.

•  Gather Information.

•  Identify Realistic Threats.

•  Identify Potential Vulnerabilities.

•  Assess Current Security Controls.

•  Determine the Likelihood and the Impact of a Threat Exercising a Vulnerability.

•  Determine the Level of Risk.

•  Recommend Security Controls.

•  Document the Risk Assessment Results.

Our Security Official shall form a risk analysis working group comprised of appropriate workforce 
members and representatives of Business Associate hardware and software vendors, as needed.

Our Security Official shall establish the agenda for the risk analysis working group, delegate duties and 
functions14, manage workflow, prepare written reports of findings, and retain documentation for six 
years from the most recent risk analysis report in accordance with the HIPAA Documentation Standard.

The risk analysis forms the basis of your HIPAA Security compliance 
program. Your security strategy should be based on your documented 
assessment of the vulnerabilities and threats that pose risks to your 
electronic protected health information. 

 
TIP
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What to Do: Implement security measures sufficient to reduce risks and vulnerabilities to a reasonable 
and appropriate level to comply with general requirements of the Security Rule.15

Sample Policy
Our dental practice Security Official will develop and implement a plan to manage the risks that  
our practice has identified in its risk assessment.

Our dental practice workforce members are responsible for complying with the practice’s risk 
management policies and procedures. 

Sample Procedures
Our Security Official will prepare policies and procedures for managing the practice’s risks identified  
in our risk analysis.

Our Security Official will use “flexibility of approach” 16 in managing our practices risks, namely,

•  We will use any security measures that allow our dental practice to reasonably and appropriately 
implement the Standards and Implementation Specifications of the Security Rule, and 

•  We will take into consideration the following factors in choosing security measures to use: 

 o  The size, complexity, and capabilities of our dental practice.

 o  Our dental practice’s technical infrastructure, hardware, and software security capabilities.

 o  The costs of security measures.

 o   The probability and criticality of potential risks to our electronic protected health information.

Our Security Official will establish ongoing efforts to ensure that our practice maintains at acceptable 
levels the risks that we have identified in our risk analysis, and will implement policies and procedures 
to attain those acceptable levels of risk.17

Implementation Specification: Risk Management

 Administrative Federal Register (FR)/ Implementation Required or
 Safeguard Standard 45 CFR Part Specification Addressable

 Security Management 68 FR 8377 B. Risk Management Required
 Process 45 CFR 164.308(a)(1)(ii)(B)

Remember, the Security Rule provides your practice with “flexibility of 
approach” that allows your practice to reasonably and appropriately 
managing your risks, taking into consideration, amongst other factors,  
the size of your practice and costs of security measures.

 
TIP

15  The general requirements:  “Covered entities must do the following:  
 (1)  Ensure the confidentiality, integrity, and availability of all electronic protected health information the Covered Entity creates, receives, maintains,  

or transmits.  
 (2) Protect against any reasonably anticipated threats or hazards to the security or integrity of such information.  
 (3) Protect against any reasonably anticipated uses or disclosures of such information that are not permitted or required under the Privacy Rule.  
 (4) Ensure compliance with the Security Rule by its workforce.”  45 C.F.R. § 164.306(a).
16 Flexibility of approach is one of the General Rules pertaining to Security Standards. This rule provides the basis for your dental practice to use 

reasonableness and appropriateness as factors in complying with the Security Rule and to take into consideration the particular attributes of your practice in 
fashioning security measures to safeguard your electronic protected health information. See 45 C.F.R. § 164.306(b) at 68 Federal Register 8376-8377.

17 For example, passwords must be changed on a regular basis to maintain an acceptable level of risk pertaining to unauthorized system access.



  Chapter 4: Administrative Safeguard Standards: HIPAA Security Rule          7 

A D A  P R A C T I C A L  G U I D E  T O  H I P A A  C O M P L I A N C E

What to Do: Apply appropriate sanctions against workforce members who fail to comply with the 
security policies and procedures of your dental practice.

Sample Policy
Our dental practice Security Official will develop,18 implement, and enforce a sanction policy for 
workforce members who do not comply with safeguards designed to secure the practice’s electronic 
systems and electronic protected health information.19 Our dental practice workforce members are 
responsible for complying with the practice’s sanction policies and procedures.

Sample Procedures
Our Security Official will be responsible for ensuring that each workforce member receives “awareness 
and understanding” training20 on our practice’s policies and procedures for safeguarding electronic protected 
health information and on the consequences for failure to comply with those policies and procedures. Such 
training will be conducted for each new workforce member as part of employee orientation21 and for 
each workforce member prior to implementation of any change in policies or procedures.

Our practice has adopted the following sanctions for repeated security violations of the same type 
(e.g., posting of password visible to passersby). Our practice reserves the right to skip steps, repeat 
steps, accelerate steps, or impose other sanctions depending upon the nature and severity of the 
security violation.

First violation: The Security Official and workforce member’s supervisor will have a private 
conversation with the workforce member to review the appropriate safeguards related to the 
security violation and make sure that the workforce member understands the policy.

Second violation: The Security Official, supervisor, and the dentist will have a private conversation 
with the workforce member to review the appropriate safeguards related to the security violation, 
make sure that the workforce member understands the policy, tell the workforce member that any 
further violation will involve suspension, and a letter of warning of suspension will be placed in the 
workforce member’s personnel file.

Third violation: Suspension without pay for three days for repeat violation, and letter warning of 
termination will be placed in the workforce member’s personnel file.

Fourth violation: Termination of employee.22  

Implementation Specification: Sanction Policy

 Administrative Federal Register (FR)/ Implementation Required or
 Safeguard Standard 45 CFR Part Specification Addressable

 Security Management 68 FR 8377 C. Sanction Policy Required
 Process 45 CFR 164.308(a)(1)(ii)(C)

18  The sanctions that your practice develops will be suggested by the results of your dental practice’s risk assessment.  Sanctions should be in proportion to 
the practice’s estimate of the harms that could result from a particular security incident.  For example, posting or sharing passwords may seem innocuous, 
but consider possible harms if an unauthorized person gained access to your practice’s electronic protected health information and disclosed it publicly.  
See Chapter 1, p.13 for a discussion of the HITECH Act Breach Notification Rule.

19  The Security Rule sanction policy shall be part of our practice’s overall sanction policy for workforce members who fail to safeguard protected health 
information in any form.  See Chapter 2 for sample policies and procedures related to sanctions for failure to adhere to privacy policies and procedures.

20  See Chapter 7 for additional information on training.
21  The Privacy and Security Officials should collaborate on conducting this training session.
22 Most employment relationships are governed by the “employment at will” doctrine, which provides that an employer and employee have an employment 

agreement for an indefinite period of time and that either party can terminate the employment relationship at any time and for any reason.  There are 
some exceptions to the employment at will doctrine.  For example, dentists may not violate applicable federal or state anti-discrimination or human rights 
laws in terminating employees, and there may be some public policy exceptions to the employment at will doctrine in your state.  For example, most states 
prohibit terminating an employee for exercising his or her rights to workers’ compensation benefits. Moreover, if you have a contract with your employee, 
the employment at will doctrine will not apply.  If you near this step for repeated security violations by a workforce member, we recommend that you 
discuss termination of the employment relationship with your practice attorney.
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What to Do: Implement procedures to regularly review records of information system activity, such 
as audit logs, access reports, and security incident tracking reports.

Sample Policy
Our dental practice Security Official will be responsible for implementing procedures for reviewing 
system activity functions, such as audit logs, access reports, and security incident tracking reports 
to validate performance of safeguard measures designed to protect confidentiality, integrity, and 
availability of the practice’s electronic protected health information and to detect evidence of any 
unauthorized access to or inappropriate use of data in our practice’s information system. Our dental 
practice workforce members are responsible for complying with the practice’s risk management 
policies and procedures.

Sample Procedures
The Security Official, in collaboration with our practice’s hardware and software vendors, will 
implement the information system functionality that generates audit logs and access reports on all 
practice information systems that contain electronic protected health information. 

Our Security Official will be responsible for implementing a weekly review of information system audit 
logs, access reports, and security incident tracking reports25 in our dental practice to identify any 
suspect data activities or unauthorized access to the system.26

Our Security Official will review any suspect data activities or unauthorized access to the information 
system, respond to potential system vulnerabilities, implement improved safeguards, and invoke 
disciplinary action according to the practice’s sanction policies and procedures, as necessary.27

Our Security Official will document audit logs, access reports, and security incident tracking reports 
in electronic or paper format, and retain those reports for six years from date of creation or from the 
date when such document last was in effect, whichever is later.

Implementation Specification: Information System Activity Review

 Administrative Federal Register (FR)/ Implementation Required or
 Safeguard Standard 45 CFR Part Specification Addressable

 Security Management 68 FR 8377 D.  Information System Required
 Process 45 CFR 164.308(a)(1)(ii)(D)  Activity Review

As a deterrent, periodically include a description of the practice’s sanction policy 
for a workforce member’s failure to comply with provisions of the Security Rule 
in your practices Security Reminders, which are an addressable23 Implementation 
Specification required under the Security Awareness and Training standard.24

 
TIP

23  An “addressable” implementation specification means that your practice should assess whether the implementation specification is reasonable and 
appropriate and determine whether it would likely contribute to protecting the practice’s electronic protected health information.  If so, then implement 
the specification.  If the implementation specification is not reasonable and appropriate, implement an equivalent alternative measure if it is reasonable 
and appropriate. Document your decision and your reasoning for whatever your practice implements. 

24 See page _____ in this chapter for discussion of the Security Awareness and Training standard.
25 See page _____ in this chapter for discussion of the Security Incident Procedures standard and Response and Report implementation specification.
26 In a large practice, the Security Official may delegate this responsibility to IT or to an office manager, noting to the workforce member that failure to 

exercise this responsibility on a routine basis may result in disciplinary action according to the dental practice’s security sanction policies and procedures.
27 Our dental practice does not accept unauthorized snooping or peeking into any patient’s dental records, regardless of the patient’s public or private status 

and regardless of the relationship between the workforce member and the patient.  Sanctions will be imposed on any workforce member who violates 
this policy.



  Chapter 4: Administrative Safeguard Standards: HIPAA Security Rule          9 

A D A  P R A C T I C A L  G U I D E  T O  H I P A A  C O M P L I A N C E

In a small dental practice with a stand-alone workstation where only one 
or two users need access to electronic protected health information in the 
practice, the information system activity reporting requirements will 
be less complicated than in a larger practice. However, the requirement to 
conduct and document information system activity review is the same 
irrespective of size of practice.

 
TIP

What is Required: Identify the security official who is responsible for the development and 
implementation of the policies and procedures that the HIPAA Security Standards require for  
your practice.28

What This Standard Means for Your Dental Practice: 
As with the HIPAA Privacy Rule, “[f]inal security responsibility must rest with one individual to 
ensure accountability within each Covered Entity”29 for the security of electronic protected health 
information. As dental practices generally are relatively small, you may wish to consider having one 
workforce member in the practice “fill the role for both security and privacy.”30 Whether there is 
one official performing both security and privacy official roles or two performing each separately, 
it is important that the security and privacy Standards be examined together as there are many 
overlapping requirements.

The Security Official should have the following attributes:

•  Knowledgeable and able to understand technological and business applications in the  
dental practice.

•  Good oral and written communication skills, with ability to convey technical terms in  
plain language.

•  Ability to compile, update, and maintain written documentation on Implementation  
Specification procedural actions in the dental practice, as required by the Security Rule.

•  Good people management skills.

•  Ability to enforce security policies and procedures in the dental practice.

Standard:  
ASSIGNED SECURITY RESPONSIBILITY

 Administrative Federal Register (FR)/ Implementation Required or
 Safeguard Standard 45 CFR Part Specification Addressable

 Assigned Security 68 FR 8377    Required
 Responsibility 45 CFR 164.308(a)(2)

28 Also see Appendix 4-1, Assigned Security Responsibility, NIST p.20.
29 68 Federal Register 8347. 
30 Ibid.
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Many dental practices are relatively small, so the Security Official may have to rely on the practice’s 
software and hardware vendors or other Business Associates for assistance in implementing security 
policies and procedures. Nevertheless, the Security Official is the workforce member in the dental 
practice for ensuring that the practice:

•  Conducts and periodically updates its risk analysis

•  Develops and implements security policies and procedures

•  Trains workforce members, including management, on security procedures

•  Makes security compliance inevitable

Sample Policy
Our dental practice has designated a Security Official who has overall responsibility in the practice 
for compliance with the Security Rule and for implementing policies and procedures that ensure the 
confidentiality, integrity, and availability of the practice’s electronic protected health information.

Sample Procedures
Our dental practice shall designate a workforce member to serve as Security Official, who may delegate 
tasks and responsibilities to other workforce members or Business Associates, as appropriate, but shall 
retain ultimate responsibility and accountability for our practice’s compliance with the HIPAA Security Rule. 

Our dental practice shall ensure that all workforce members are aware of and understand the  
Security Official’s responsibilities and authority with regard to security safeguards.

Our Security Official shall work closely with our practice’s Privacy Official, or serve in that role also  
if circumstances warrant.

Our Security Official shall be responsible for conducting and updating our practice’s risk analysis.

Our practice shall designate a backup to our Security Official to take responsibility for that role in the 
event the Security Official is ill, on vacation, or otherwise unable to respond to a security situation. 

Our Security Official shall prepare and manage the budget allocated to the practice’s security program, 
and be responsible for maintaining an up-to-date inventory of the practice’s electronic systems that 
contain electronic protected health information.

Our Security Official shall develop, implement, and monitor administrative, technical, and physical 
security safeguard policies and procedures, and document all actions taken for compliance with 
security safeguard Implementation Specifications. 

Our Security Official shall be responsible for monitoring, testing, evaluating, and enhancing the 
practice’s security program for effectiveness.

Our Security Official shall supervise representatives of Business Associates who perform technical 
system maintenance activities in the practice, including ensuring that such representatives are aware 
of and understand our practice’s security policies and procedures, as appropriate.

Our Security Official shall investigate, respond to, remediate and document security incidents.

An effective Security Official delegates tasks and responsibilities to other 
workforce members or Business Associates, as appropriate, but retains 
ultimate responsibility and accountability for compliance with the HIPAA 
Security Rule and success of the practice’s security safeguard strategy.

 
TIP
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What is Required: Implement policies and procedures to ensure that all members of the workforce 
have appropriate access to electronic protected health information, as provided under the Information 
Access Management Standard,31 and to prevent those workforce members who do not have access 
under the Information Access Management Standard from obtaining access to electronic protected 
health information.32

What This Standard Means for Your Dental Practice:
The Workforce Security Standard requires that your dental practice control access to electronic 
protected health information. Its three addressable Implementation Specifications ensure appropriate 
access to electronic PHI for those workforce members who need access to do their jobs and that 
those who do not need access to electronic PHI are prevented from having access to such information. 
Those without need would include workforce members whose job duties do not require them to have 
access, or whose job duties have changed, as well as those whose employment has been terminated.

With respect to workforce security, the terms authorization and authentication are key:

•  Authorization. “Permission given to a user to access the computing resources, programs, 
process, and/or data of an entity.”33

•  Authentication. Corroboration that a person is the one claimed.34

These two terms work together. For example, the identity of workforce members in your dental 
practice must be authenticated before conducting the activity that they are authorized to perform. 
We discuss authentication tools in the next chapter on Technical Safeguard Standards.

Unlike the preceding Implementation Specifications, all of which are required to be implemented, 
the three Implementation Specifications for the Workforce Security Standard are “addressable.” 
Remember, “addressable” does not mean “optional.” Rather, an addressable Implementation 
Specification means that a dental practice must:

•  Assess whether the Implementation Specification is reasonable and appropriate; in the practice’s 
environment (is it likely to contribute to protecting the practice’s electronic protected health 
information?) and document your reasoning.

• Implement the Implementation Specification if it is reasonable and appropriate; or, if it is not, then

•  Document why it is not and implement an equivalent alternative measure if to do so would be 
reasonable and appropriate for the dental practice.

Standard:  
WORKFORCE SECURITY

31 See next Administrative Standard.
32 Also see Appendix 4-1, Workforce Security, NIST pp.21-22. 
33 Margret Amatayakul, et al., Handbook for HIPAA Security Implementation. Chicago, IL: American Medical Association (AMA) Press, 2004, p.206.
34 45 CFR 164.304.

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specifications

Required or 
Addressable

Workforce Security 68 FR 8377
45 CFR 164.308(a)(3)(i)

A. Authorization and/ 
or Supervision

B. Workforce Clearance 
Procedure

C. Termination Procedures

Addressable 

Addressable

Addressable
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Authentication and authorization work in combination to provide 
appropriate access to your practice’s electronic protected health 
information.

 
TIP

What to Do:35 Implement procedures for the authorization and/or supervision of workforce members 
who work with electronic protected health information or in locations where it might be accessed.

Sample Policy
Our dental practice Security Official will ensure that our practice has procedures in place to authorize 
workforce members who work with electronic protected health information to access only the 
information that they require and to supervise them in locations where such information might be 
accessed. Our dental practice workforce members are responsible for complying with the practice’s 
workforce security authorization and supervision policies and procedures.

Sample Procedures
As part of the risk analysis process, our Security Official shall analyze workforce member 
responsibilities with respect to need for access to electronic protected health information and  
shall incorporate those responsibilities in workforce member job descriptions as appropriate.

Our Security Official shall ensure that each workforce member is aware of and understands chains of 
command and lines of authority in our dental practice, responsibilities with respect to authorization to 
access electronic protected health information, and how such access is supervised in locations where 
such information is accessed.

Our Security Official shall discuss with each workforce member how his or her job description links 
work responsibilities with appropriate levels of access to electronic protected health information.

Implementation Specification: Authorization and/or Supervision

35 This Implementation Specification is addressable. Assess whether the Implementation Specification is reasonable and appropriate and determine whether 
it would likely contribute to protecting the practice’s electronic protected health information. If so, then implement the specification. If the Implementation 
Specification is not reasonable and appropriate, implement an equivalent alternative measure if it is reasonable and appropriate. Document your decision 
and your reasoning for whatever your practice implements.

Administrative  
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Workforce  Security 68 FR 8377
45 CFR

164.308(a)(3)(ii)(A)

A. Authorization and/or 
Supervision

Addressable

Appropriate levels of access to electronic protected health 
information must be spelled out in each workforce member’s 
written job description.

 
TIP
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What to Do:36 Implement procedures to determine that the access of a workforce member to 
electronic protected health information is appropriate.

Sample Policy
Our dental practice Security Official will evaluate and describe work functions in the practice, 
determine the level of access to electronic protected health information necessary for each work 
function, and incorporate appropriate access clearances in connection with each workforce member’s 
job function. Our dental practice workforce members are responsible for complying with the practice’s 
workforce clearance policies and procedures.

Sample Procedures
Our Security Official shall analyze job responsibilities of workforce members as part of the  
practice’s risk analysis process,37 and incorporate those responsibilities into workforce member job 
descriptions as a prerequisite for issuing clearances for appropriate access to electronic protected 
health information.

Our Security Official shall ensure that an appropriate clearance procedure, including as appropriate a 
background check,38 is initiated for each workforce candidate. The clearance procedure may include 
some or all of the following:

•  Require a written application for employment.

•  Confirm prior employment history.

•  Confirm educational history.

•  Verify licenses, if applicable.

•  Verify compliance with any regulatory or professional requirements pertinent to employment in a 
dental practice.

•  Verify citizenship or resident alien status.

•  Criminal record check.39

•  Financial record check, if applicable.

•  Request and evaluate professional and personal references.

Implementation Specification: Workforce Clearance Procedure

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Workforce  Security 68 FR 8377
45 CFR

164.308(a)(3)(ii)(B)

B. Workforce Clearance 
Procedure

Addressable

36 This Implementation Specification is addressable. Assess whether the Implementation Specification is reasonable and appropriate and determine whether 
it would likely contribute to protecting the practice’s electronic protected health information. If so, then implement the specification. If the Implementation 
Specification is not reasonable and appropriate, implement an equivalent alternative measure if it is reasonable and appropriate. Document your decision 
and your reasoning for whatever your practice implements.

37 In its risk analysis, your practice should focus on identifying (a) which job functions must have access to sensitive electronic protected health information 
and (b) what are the appropriate professional and personal requirements for workforce members performing those functions who would have access to 
such information.

38 This Implementation Specification illustrates why it is addressable. From the preamble to the Security Rule, “[t]he need for and extent of a screening 
process is normally based on an assessment of risk, cost, benefit, and feasibility as well as other protective measures in place…  For example, a personal 
clearance may not be reasonable or appropriate for a small provider whose only assistant is his or her spouse.” [68 Federal Register 8348] With many small 
dental practices, the type of clearance procedures in such practices would not be as elaborate as in a large practice with many types of job functions and 
different needs for access to electronic protected health information. In either case, it is important to document the practice’s reasoning with regard to 
which policies and procedures are reasonable and appropriate.

39 This is highly recommended.
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40 See Appendix 4-4 for sample form: Workforce Member Acknowledgement of Responsibilities Regarding Access to Practice’s Electronic Systems Containing 
Electronic Protected Health Information.

41 See Appendix 4-5 for sample form: Workforce Member Acknowledgement of Consequences of Unauthorized Access to Practice’s Electronic Systems 
Containing Electronic Protected Health Information.

42 Yes, even in this case, your practice must designate a Security Official!
43 This Implementation Specification is addressable. Assess whether the Implementation Specification is reasonable and appropriate and determine whether 

it would likely contribute to protecting the practice’s electronic protected health information. If so, then implement the specification. If the Implementation 
Specification is not reasonable and appropriate, implement an equivalent alternative measure if it is reasonable and appropriate. Document your decision 
and your reasoning for whatever your practice implements.

44 See preceding Implementation Specifications.

Our Security Official shall ensure that workforce member hires have complied with and provided to the 
practice all federal and state required tax withholding documentation, and any professional credentials, 
as applicable. 

Our Security Official shall ensure that access to electronic protected health information clearance 
procedures are described in the employee handbook, that new and existing workforce members 
are aware of and understand those procedures, and that all workforce members acknowledge that 
awareness and understanding in writing.

Our Security Official shall document all credentials for access (e.g., username/password) issued to 
workforce members. Upon issuance, each workforce member shall sign a receipt40 acknowledging an 
understanding of responsibilities associated with such clearance. Upon any change in job responsibility 
that eliminates access to electronic protected health information or termination of employment, each 
affected workforce member shall acknowledge in writing41 consequences of unauthorized access to 
the practice’s electronic protected health information, as outlined in the practice’s sanction policy.

Clearance procedures may not be reasonable or appropriate for a solo 
practitioner in a dental practice whose only other workforce member is his 
or her spouse. In this case, the designated Security Official42 must document 
the practice’s reasoning regarding its decision on clearance procedures.

 
TIP

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Workforce  Security 68 FR 8377
45 CFR

164.308(a)(3)(ii)(C)

C. Termination Procedures Addressable

What to Do:43 Implement procedures for terminating access to electronic protected health information 
when employment of a workforce member ends or as required by determinations made as specified in 
the Workforce Clearance Procedure Implementation Specification.44

Sample Policy
Our dental practice Security Official will implement procedures in the practice to terminate access to 
electronic protected health information when a workforce member’s job responsibilities change such 
that he or she no longer requires such access, or when a workforce member’s employment terminates. 
Our dental practice workforce members are responsible for complying with the practice’s policies and 
procedures for termination of access.

Implementation Specification: Termination Procedures
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45 See Appendix 4-5 for sample form: Workforce Member Acknowledgement of Consequences of Unauthorized Access to Practice’s Electronic Systems 
Containing Electronic Protected Health Information.

46 If the Security Official is not available to conduct the exit interview, the appropriate dental practice official doing so shall notify the Security Official no 
later than one hour after termination of a workforce member so that the Security Official can terminate the departing workforce member’s electronic 
system access credentials or verify that it has been accomplished.

47 Such credentials may include ID badges, keys, access cards, electronic login devices, etc. Be sure to deactivate electronic media accounts, including 
disabling usernames and passwords.

48 See Appendix 4-6 for sample form: Workforce Member Exit Interview Checklist.
49 See Appendix 4-7 for sample form: Workforce Member Acknowledgement of Awareness and Understanding of Practice’s Exit Interview Content.

Make sure that workforce members who lose access to electronic protected 
health information due to a change in job responsibilities in the practice, 
and those whose employment is terminated, are aware of and acknowledge 
in writing the consequences for unauthorized attempts at access or actual 
access to the practice’s electronic protected health information.

 
TIP

Sample Procedures
Our Security Official shall conduct an interview with each workforce member whose job responsibilities 
have changed such that he or she no longer requires access to electronic protected health information. 
During the interview, the Security Official shall:

•  Explain that authorization for access to electronic protected health information is terminated and 
all authentication and authorization credentials for access (e.g., password) are invalidated.

•  Reiterate the dental practice’s Security Sanction Policy for handling a security incident by a 
workforce member who attempts unauthorized access to electronic protected health information.

•  Require the workforce member to sign a form45 indicating awareness and understanding of the 
change in access authorization.

Our Security Official46 shall conduct an exit interview with each workforce member whose 
employment is terminated. During the interview, the Security Official shall:

•  Explain that authorization for access to electronic protected health information is terminated and 
all authentication and authorization credentials47 for access are invalidated and, as appropriate, 
are removed.

•  Explain that the practice will refer any unauthorized attempts at access to the practice’s 
electronic protected health information to appropriate authorities.

•  Ensure that all exit interview topics are covered by going through and ticking off each item  
on an exit interview checklist.48

•  Require the departing workforce member to sign a form49 indicating awareness and 
understanding of the foregoing exit interview information.
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Standard: 
INFORMATION ACCESS MANAGEMENT

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specifications

Required or 
Addressable

Information Access 
Management

68 FR 8377
45 CFR 164.308(a)(4)(i)

A. Isolating Health Care 
Clearinghouse Functions

B. Access Authorization
C. Access Establishment 

and Modification

Required

Addressable
Addressable

50 Also see Appendix 4-1, Information Access Management, NIST pp.23-24.
51 45 CFR 164.308(a)(4)(ii)(B).
52 “The additional requirements of this title that relate to security and that are made applicable with respect to covered entities shall also be applicable to such 

a business associate and shall be incorporated into the business associate agreement between the business associate and the covered entity.” See Section 
13401(a): Application of Security Provisions, American Recovery and Reinvestment Act, Public-Law 111-5, February 17, 2009, p. 260, available at 
http://www.gpo.gov:80/fdsys/pkg/PLAW-111publ5/pdf/PLAW-111publ5.pdf.

What is Required: Implement policies and procedures for authorizing access to electronic protected 
health information that are consistent with applicable requirements of the Privacy Rule.50 

What This Standard Means for Your Dental Practice:
Your dental practice must establish policies and procedures that are consistent with those policies and 
procedures in the Privacy Rule that authorize access to electronic protected health information. The 
Information Access Management Standard requires that your dental practice have a management 
system in place to authorize workforce members to have access to electronic protected health 
information via a “workstation, transaction, program, process, or other mechanism.”51

The required Implementation Specification, Isolating Health Care Clearinghouse Functions, would not 
have direct relevance to a typical dental practice, but may have indirect implications if the dental 
practice uses a clearinghouse under a Business Associate Agreement. As a result of the HITECH Act, 
enacted as part of the American Recovery and Reinvestment Act on February 17, 2009, Business 
Associates of Covered Entities must comply with the Security Rule beginning on February 17, 2010, 
and the Business Associate Agreement between a dental practice and a Business Associate must 
reflect security relationship changes resulting from the HITECH Act.52 A dental practice has an interest 
in knowing the answers to the following questions regarding a Business Associate relationship  
with a clearinghouse:

•  Does the health care clearinghouse share hardware or software with a larger organization  
of which it is a part?

•  Does the health care clearinghouse share staff or physical space with staff from a  
larger organization?

•  Has a separate network or subsystem been established for the health care clearinghouse,  
if reasonable and appropriate?

•  Has staff of the health care clearinghouse been trained to safeguard electronic protected  
health information from disclosure to the larger organization, if required for compliance  
with the HIPAA Privacy Rule?
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53 Or protected health information in any form within the larger organization.
54 Department of Health and Human Services, Office of the Secretary, “45 CFR Part 160—HIPAA Administrative Simplification: Enforcement; Interim Final 

Rule,” Federal Register, v.74, n.209, October 30, 2009, pp.56123-56131. This rule is discussed further in Chapter 1.

Coordinate this Standard with the Safeguards Standard of the Privacy Rule 
to authorize access to electronic protected health information and maintain 
the confidentiality of protected health information.

 
TIP

Answers to these questions should be considered by the dental practice in its risk analysis and 
outcomes from the risk analysis related to the provisions in the Business Associate Agreement. 

If your dental practice engages as a Business Associate a clearinghouse that is part of a larger 
organization, and if this Business Associate materially breaches its obligations to your dental 
practice under the Business Associate Agreement by allowing someone in the larger organization 
to access the practice’s electronic protected health information53, and your practice allows the 
violation to continue without terminating the Business Associate Agreement, if feasible, or reporting 
the violation to HHS, if termination is not feasible, then your practice would be in violation of the 
HIPAA Security Rule or HIPAA Privacy Rule, or both. Because health care clearinghouses also are 
Covered Entities, it is likely that they would have policies and procedures in place to protect against 
unauthorized disclosures covered by this Implementation Specification. Two additional points: first, 
under the HITECH Act, beginning on February 17, 2010, Business Associates are subject to the 
Security Rule; are required to report breaches that they discover to the Covered Entity so that 
affected parties may be notified in a timely manner by the Covered Entity if the breach involves 
“unsecured” protected health information; and are subject to the same potential civil penalties 
under the Security Rule as Covered Entities. Second, potential civil penalties for a breach increased 
significantly under the HITECH Act, and an Interim Final Rule pertaining to enforcement was 
effective November 30, 2009.54

The two remaining Implementation Specifications, Access Authorization and Access Establishment 
and Modification, recognize that there are various ways to comply with the Information Access 
Management Standard based on a dental practice’s size and use of electronic systems that contain 
electronic protected health information.
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Implementation Specification: Isolating Health Care Clearinghouse Functions

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Information Access 
Management

68 FR 8377
45 CFR

164.308(a)(4)(ii)(A)

A. Isolating Health Care 
Clearinghouse Functions

Required

Even if this Implementation Specification is not germane to your practice, 
you must document why it is not. If it is germane, make sure that the 
Business Associate Agreement reflects that fact, and that the clearinghouse 
agrees, via signature to the Business Associate Agreement, that access to 
your practice’s electronic protected health information (or such information 
in another form) shall not be available to persons in the larger organization 
who are not part of the clearinghouse function.

 
TIP

What to Do: If a health care clearinghouse is part of a larger organization, the clearinghouse must 
implement policies and procedures that protect the electronic protected health information of the 
clearinghouse from unauthorized access by the larger organization.

Sample Policy
Our dental practice Security Official shall determine whether our dental practice uses a clearinghouse 
that is part of a larger organization. If so, our Security Official shall confirm and document that 
the clearinghouse — a Covered Entity serving in a Business Associate role with our practice — has 
policies and procedures in place to protect against unauthorized access to electronic protected health 
information by the larger organization. 

Sample Procedures
Our Security Official shall make the determination as outlined in our dental practice’s policy  
regarding our clearinghouse’s safeguarding of electronic protected health information in its role  
as our Business Associate.

Our Security Official shall determine if our dental practice uses a clearinghouse that is part of a 
larger organization, and, if so, shall require written confirmation from the clearinghouse — a Covered 
Entity serving in a Business Associate role with our practice — that it has policies and procedures in 
place to protect against unauthorized access to electronic protected health information by the larger 
organization. Our Security Officer shall document that finding in the Business Associate Agreement 
between our practice and the clearinghouse. 

If our Security Official determines that our dental practice does not use a clearinghouse that is 
part of a larger organization, our Security Official shall document the fact that this Implementation 
Specification is not germane to our practice. 
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Implementation Specification: Access Authorization

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Information Access 
Management

68 FR 8377
45 CFR

164.308(a)(4)(ii)(B)

B. Access Authorization Addressable

55 This Implementation Specification is addressable. Assess whether the Implementation Specification is reasonable and appropriate and determine whether 
it would likely contribute to protecting the practice’s electronic protected health information. If so, then implement the specification. If the Implementation 
Specification is not reasonable and appropriate, implement an equivalent alternative measure if it is reasonable and appropriate. Document your decision 
and your reasoning for whatever your practice implements.

56 In a large dental practice, the person who authorizes access (Security Official) may not be the same person who establishes access, such as creating 
a unique user ID and establishing authentication requirements. The latter may be a person in an IT department, or even a representative of a Business 
Associate if such functions are outsourced.

57 In a small dental practice, each workforce member may need access to all electronic protected health information.

Check with your dental practice’s hardware and software vendors to 
determine if your practice’s electronic media and software have the 
capacity to set access controls, and, if so, learn how to use them and 
become familiar with any weaknesses in the access control system.

 
TIP

What to Do:55 Implement policies and procedures for granting access to electronic protected 
health information, for example, through access to a workstation, transaction, program, process,  
or other mechanism.

Sample Policy
Our dental practice Security Official will implement procedures for granting workforce members 
appropriate access authorization to electronic media, transactions, processes, and other mechanisms 
that contain electronic protected health information. Our dental practice workforce members  
and representatives of Business Associates who may come in contact with electronic protected  
health information are responsible for complying with the practice’s access authorization policies  
and procedures.

Sample Procedures
Our Security Official and our Privacy Official will coordinate procedures for granting access authorization 
to our practice’s workforce members and representatives of our Business Associates.56  

Our Security Official, with the concurrence of our dental practice’s office manager, if different persons, 
is the only person in the practice with authority to grant access privileges, in accordance with job 
function as described in writing in a job description.

The Security Official shall ensure that workforce members are aware of and understand that access 
granted is only for the minimum amount of information needed to complete assigned tasks.57
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58 This Implementation Specification is addressable. Assess whether the Implementation Specification is reasonable and appropriate and determine whether 
it would likely contribute to protecting the practice’s electronic protected health information. If so, then implement the specification. If the Implementation 
Specification is not reasonable and appropriate, implement an equivalent alternative measure if it is reasonable and appropriate. Document your decision 
and your reasoning for whatever your practice implements.

Implementation Specification: Access Establishment and Modification

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Information Access 
Management

68 FR 8377
45 CFR

164.308(a)(4)(ii)(C)

C. Access Establishment 
and Modification

Addressable

What to Do:58 Implement policies and procedures that, based upon the entity’s access authorization 
policies, establish, document, review, and modify a user’s right of access to a workstation, transaction, 
program, or process.

Sample Policy
Our dental practice Security Official will implement policies and procedures — based on our practice’s 
access authorization policies — for establishing, documenting, reviewing, and modifying a user’s right 
of access to electronic media, transactions, processes, and other mechanisms that contain electronic 
protected health information. Our dental practice workforce members and representatives of Business 
Associates who may come in contact with electronic protected health information are responsible for 
complying with the practice’s access establishment and modification policies and procedures.

Sample Procedures
Our Security Official shall establish policies and procedures for granting workforce members 
appropriate access to electronic media, transactions, processes, and other mechanisms that contain 
electronic protected health information, and provide access authorization in writing to each person 
who is granted access.

Our Security Official shall document and maintain access authorization records, including any 
modifications in authorization due to changes in job functions, relating to grants of access, levels  
of access, and times of access, if applicable.

Our Security Official shall evaluate on a periodic basis, and at least quarterly, existing access controls 
and their effectiveness, and any access controls planned for implementation as replacements or 
enhancements.

Our Security Official shall ensure that only minimum necessary electronic protected health information 
is available to workforce members based on their job functions described in their job descriptions.

Our Security Official shall review on a periodic basis, and at least quarterly, the list of access 
authorizations to verify its accuracy and to detect if any authorizations have been inappropriately 
altered or manipulated. 

Our Security Official shall ensure that any representative of an entity outside of our practice, such as 
a hardware or software vendor or consultant, who has been granted access to the practice’s electronic 
systems that contain electronic protected health information, does so under a Business Associate 
Agreement and has been counseled on the practice’s security policies and practices.
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Your practice must maintain documentation of all access authorizations 
granted to workforce members and to representatives of your practice’s 
Business Associates, including changes in those authorization grants due to 
change in job function, termination of a workforce member, or cancellation 
of a Business Associate Agreement.

 
TIP

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specifications

Required or 
Addressable

Security Awareness  
and Training

68 FR 8377
45 CFR 164.308(a)(5)(i)

A. Security Reminders
B. Protection from 

Malicious Software
C. Log-In Monitoring
D. Password Management

Addressable 
Addressable

Addressable
Addressable

What is Required: Implement a security awareness and training program for all members of its 
workforce (including management).59

What This Standard Means for Your Dental Practice:
Security awareness and training is a required Standard, but the Implementation Specifications are 
addressable. How your dental practice implements this Standard and develops and implements a 
security training strategy depends on identification of security gaps and outcomes of your risk 
analysis. Once your practice has identified its security risks (threats and vulnerabilities), it will have 
a much better idea of the learning objectives, deployment methods and frequency, and content to 
include in training. We have included in Appendix 7-1 of Chapter 7 a sample 12-session calendar of 
security training refresher sessions and other workforce member training materials that your practice 
may use as guidelines for your own training program.

Coordinate training with your practice’s Privacy Official so that training content is consistent with 
compliance strategies already in place. Your Privacy Official should develop and implement training 
requirements associated with the Privacy provisions of the HITECH Act, especially those related to 
‘breach notification’. Your practice must make your Business Associates aware of your security policies 
and procedures. You can include this information in your Business Associate Agreement (an exhibit or 
attachment is acceptable) or you can give representatives of your Business Associates a copy of your 
policies and procedures or a pamphlet of them written for Business Associates (it’s best to document 
their receipt of these items). Beginning on February 17, 2010, the HITECH Act will require Business 
Associates to comply with the Security Rule, so your Business Associates should have their own 
security awareness and training programs in place. In addition to making them aware of your policies 
and procedures, it would be prudent to discuss with your Business Associates how they are training 
their workforce members to safeguard your practice’s electronic protected health information.

59 Also see Appendix 4-1, Security Awareness and Training, NIST pp.25-26.

Standard: 
SECURITY AWARENESS AND TRAINING
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What to Do:60 As appropriate, provide initial training on security policies and procedures and also 
provide periodic security reminders and updates.

Sample Policy
Our dental practice Security Official will implement policies and procedures for security awareness 
training of workforce members and security awareness counseling of representatives of our practice’s 
Business Associates. In addition, the Security Official will be responsible for providing periodic security 
updates and security reminders to our workforce members and representatives of our Business 
Associates. Our dental practice workforce members and representatives of Business Associates who 
may come in contact with electronic protected health information are responsible for complying, 
respectively, with the practice’s security awareness training and counseling policies and procedures.

Sample Procedures
Our Security Official, in coordination with our Privacy Official, shall develop, implement, and document 
a security awareness training program for workforce members and a security awareness counseling 
program for representatives of our practice’s Business Associates. The Security Official shall ensure 
that any representative of a Business Associate (for example, a technician who is an employee of a 
hardware or software vendor) who has access to the practice’s electronic protected health information 
is made aware of and understands the practice’s security policies and procedures.

Our Security Official, in coordination with our Privacy Official, shall develop and implement a periodic 
security reminder program. Reminders shall:

•  Be posted monthly in electronic format on electronic media that contain electronic protected 
health information.

•  Be posted monthly on bulletin boards in proximity to any electronic media that contain electronic 
protected health information for which representatives of Business Associates have access.

•  Be posted whenever the practice requires that passwords for electronic system access be changed.

Our Security Official, in coordination with our Privacy Official and from suggestions provided by 
workforce members,61 shall develop content for security reminders, which may include, but are not 
limited to, the following, as examples:

•  Do not write your password on paper.

•  Do not post your password on your workstation, on your desktop, under a desk mat calendar,  
or any place that an unauthorized electronic system user could readily detect it.

Implementation Specification: Security Reminders

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Security Awareness  
and Training

68 FR 8377
45 CFR

164.308(a)(5)(ii)(A)

A. Security Reminders Addressable

60 This Implementation Specification is addressable. Assess whether the Implementation Specification is reasonable and appropriate and determine whether 
it would likely contribute to protecting the practice’s electronic protected health information. If so, then implement the specification. If the Implementation 
Specification is not reasonable and appropriate, implement an equivalent alternative measure if it is reasonable and appropriate. Document your decision 
and your reasoning for whatever your practice implements.

61 Security reminders should be a topic of conversation in practice meetings of workforce members. The more workforce members are made a part of the 
security reminder process, the more successful the practice will be in capturing the attention of workforce members and enhancing compliance with 
security policies and procedures. 
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•  Report to the Security Official immediately any security threat or vulnerability that you observe.

•  Review of the practice’s sanctions for violating its HIPAA Security policies and procedures.

Our Security Official shall promptly inform workforce members and Business Associates, as 
appropriate, of changes to the practice’s electronic systems that contain electronic protected health 
information, changes in security procedures, changes in outcomes of a risk analysis that affect security 
procedures, and how to handle any newly identified security threats or vulnerabilities. 

62 This Implementation Specification is addressable. Assess whether the Implementation Specification is reasonable and appropriate and determine whether 
it would likely contribute to protecting the practice’s electronic protected health information. If so, then implement the specification. If the Implementation 
Specification is not reasonable and appropriate, implement an equivalent alternative measure if it is reasonable and appropriate. Document your decision 
and your reasoning for whatever your practice implements.

Security is the responsibility of every workforce member in your practice. 
Make sure that every workforce member is aware of and understands the 
practice’s security policies and procedures, and that they acknowledge 
same in writing.

 
TIP

What to Do:62 Establish procedures for guarding against, detecting, and reporting malicious software.

Sample Policy
Our dental practice Security Official will implement policies and procedures for guarding against, 
detecting, and reporting malicious software, including software that has not yet compromised 
the practice’s electronic systems but that is suspect. Our dental practice workforce members are 
responsible for complying with the practice’s protection from malicious software policies and procedures.

Sample Procedures
Our Security Official, in consultation with the practice’s hardware and software vendor(s), will analyze 
our practice’s electronic system and software capabilities to mitigate the likelihood of experiencing 
effects of malicious software.

Our Security Official, in consultation with the practice’s hardware and software vendor(s), as 
appropriate, will authorize installation of any new software or data on the practice’s electronic media.

Our Security Official, in consultation with the practice’s hardware and software vendor(s), shall select 
virus protection software and system patches, as appropriate, which workforce members are required 
to install and keep current, as applicable.

Implementation Specification: Protection from Malicious Software

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Security Awareness  
and Training

68 FR 8377
45 CFR

164.308(a)(5)(ii)(B)

B. Protection from 
Malicious Software

Addressable
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63 See Department of Health and Human Services, Office of the Secretary, “45 CFR Parts 160 and 164: Breach Notification for Unsecured Protected Health 
Information; Interim Final Rule,” Federal Register, v.74, n.162, August 24, 2009, pp.42742-42743. The Guidance is reproduced in the discussion in Chapter 1.

64 This Implementation Specification is addressable. Assess whether the Implementation Specification is reasonable and appropriate and determine whether 
it would likely contribute to protecting the practice’s electronic protected health information. If so, then implement the specification. If the Implementation 
Specification is not reasonable and appropriate, implement an equivalent alternative measure if it is reasonable and appropriate. Document your decision 
and your reasoning for whatever your practice implements. 

65 Your practice’s electronic systems may have built-in capabilities for monitoring log-in attempts and reporting discrepancies. If not, your practice should 
install commercially available software packages for doing so. These packages are relatively inexpensive. 

Your Security Official should make your workforce members aware through 
training and periodic security reminders that sanctions will be imposed on 
workforce members who violate policies and procedures that protect the 
practice from malicious software attacks.

 
TIP

Our Security Official shall implement a policy, with sanctions for violations, that workforce members 
are not allowed to bring from home into the practice any electronic media (e.g., diskettes or flash 
drives), software, or data for download, for use in the practice or on its electronic systems.

Our Security Official shall implement a policy, with sanctions for violations, that prohibits access 
to open networks via the Internet of any electronic media that contain electronic protected health 
information that is not encrypted according to the August 24, 2009, Guidance Specifying the 
Technologies and Methodologies that Render Protected Health Information Unusable, Unreadable,  
or Indecipherable to Unauthorized Users.63

Our Security Official shall monitor system performance and access on a periodic basis, at least weekly, 
in order to guard against, detect, and report malicious software.

Implementation Specification: Log-in Monitoring

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Security Awareness  
and Training

68 FR 8377
45 CFR

164.308(a)(5)(ii)(C)

C. Log-in Monitoring Addressable

What to Do:64 Establish procedures for monitoring log-in attempts and reporting discrepancies.

Sample Policy
Our dental practice Security Official will implement policies and procedures for monitoring computer 
log-in attempts and reporting discrepancies. Our dental practice workforce members are responsible 
for complying with the practice’s log-in monitoring and reporting policies and procedures.

Sample Procedures
Our Security Official, in consultation with the practice’s hardware and software vendor(s), as 
appropriate, shall establish a triggering mechanism that immediately alerts the Security Official or a 
workforce member designee after three failed log-in attempts from the same user within a 24-hour 
time span.65
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Implementation Specification: Password Management

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Security Awareness  
and Training

68 FR 8377
45 CFR

164.308(a)(5)(ii)(D)

D. Password Management Addressable

Vigilance against discrepancies in log-in attempts is one of your practice’s 
most important defenses against attacks to your electronic systems that 
contain electronic protected health information.

 
TIP

66 If a series of failed log-in attempts is by an active workforce member or representative of a Business Associate, that person must provide a written 
explanation of the log-in failures to the Security Official before access can be re-authorized with a new assigned password, which the person must 
personalize at initial successful log-in. 

67 This Implementation Specification is addressable. Assess whether the Implementation Specification is reasonable and appropriate and determine whether 
it would likely contribute to protecting the practice’s electronic protected health information. If so, then implement the specification. If the Implementation 
Specification is not reasonable and appropriate, implement an equivalent alternative measure if it is reasonable and appropriate. Document your decision 
and your reasoning for whatever your practice implements. 

68 As part of your practice’s disaster recovery and contingency planning, the practice’s office manager should give sealed instructions to the Security 
Official, and a designated backup workforce member should the Security Official be unavailable, on how to obtain electronic system administrator rights 
in an emergency. 

Our Security Official, in consultation with the practice’s hardware and software vendor(s), shall 
activate username account lockout capabilities on any electronic device after a certain number of 
consecutive failed log-in attempts, say, three in a row, a pattern of failed log-in attempts over time, 
say, one each day for a consecutive number of days, or when the workforce is out of the practice, 
such as on weekends or overnight.66

Our Security Official shall review log-in activity on at least a weekly basis, and act upon any 
discrepancies in log-in activity on the practice’s electronic systems or access to Web sites in 
contravention of the practice’s policies pertaining to Internet access.

What to Do:67 Develop procedures for creating, changing, and safeguarding passwords.

Sample Policy
Our dental practice Security Official will implement policies and procedures for creating, changing,  
and safeguarding passwords.68 Our dental practice workforce members are responsible for complying 
with the practice’s password management policies and procedures.

Sample Procedures
Our Security Official, in consultation with the practice’s hardware and software vendor(s), as 
appropriate, and the practice’s office manager, shall implement policies and procedures regarding 
password management, including, but not limited to, the following:

•  Passwords should be at least eight characters in length, and alphanumeric (combination of  
letters and numbers).

•  Passwords should be selected that do not relate to the user’s personal identity, history,  
or environment.
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69 Your practice may consider having each workforce member record his or her current password in a sealed envelope and given to the Security Official for 
safekeeping to provide emergency access in the event of a contingency or disaster or if the workforce member has forgotten his or her password. 

•  Passwords should not be shared or publicly posted, with sanctions for doing so.

•  Only an authorized user should know his or her password. Each authorized user is responsible for 
protecting against the loss of his or her password and its disclosure to unauthorized persons.69

•  Passwords should be changed periodically, in accordance with the practice’s risk analysis, which 
should include consideration of replacement cost, facility operations, and workforce skill level.

•  Passwords should be changed as quickly as possible whenever a compromise to security is 
suspected or known, and no later than one business day.

•  Passwords should be deleted from the practice’s electronic system as soon as possible when they 
are no longer used or needed.

•  Passwords that are forgotten should be replaced — not reissued.

Our Security Official, or the Security Official’s designee, is required to reset a user’s password 
following three failed log-in attempts.

Our Security Official shall revoke a workforce member’s password when the workforce member leaves 
employment with the practice.

Our Security Official shall prepare a one-page password reference guide that will be included in the 
practice’s employee handbook, posted near electronic devices in the practice, and sent to all workforce 
members electronically at least quarterly, and include the practice’s policies and procedures related to 
the following:

•  Password sharing.

•  Log-in requirements.

•  Allowable log-in attempts before lockout.

•  Electronic device time-outs.

•  Monitoring event logs.

•  Sanctions for violators of password policies and procedures.

•  Training awareness and understanding requirements vis-à-vis password management.

Password protection is the responsibility of each workforce member.  
Strong alphanumeric passwords provide a strong defense against 
unauthorized electronic system intrusion. Passwords that cannot be 
guessed, that are not publicly posted, and that are changed on a regular 
basis will help your practice avoid the occurrence of security incidents.

 
TIP



  Chapter 4: Administrative Safeguard Standards: HIPAA Security Rule          27 

A D A  P R A C T I C A L  G U I D E  T O  H I P A A  C O M P L I A N C E

Standard: 
SECURITY INCIDENT PROCEDURES

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Security Incident Procedures 68 FR 8377
45 CFR 164.308(a)(6)(i)

Response and Reporting Required 

Your practice is required under the HIPAA Security Rule to respond to and 
mitigate any harmful effects of security incidents, and is required under 
the HITECH Act Breach Notification Rule to notify affected parties, the 
Secretary of HHS, and, in some cases, the media if a breach of “unsecured” 
electronic protected health information is discovered by your practice or by 
a Business Associate of your practice.

 
TIP

70 Also see Appendix 4-1, Security Incident Procedures, NIST pp.27-28. 
71 45 CFR 164.304.
72 74 Federal Register 42739-42770, especially pp.42767-42770. 

What is Required: Implement policies and procedures to address security incidents.70

What This Standard Means for Your Dental Practice:
This Safeguard Standard requires dental practices to establish policies and procedures to respond to 
security incidents and to report them. A security incident is defined as “the attempted or successful 
unauthorized access, use, disclosure, modification, or destruction of information or interference 
with system operations in an information system.”71 This definition covers a wide variety of risks to 
information and systems that a dental practice might encounter. A practice should consider in its 
risk analysis potential threats to and vulnerabilities in its electronic systems that contain electronic 
protected health information, and develop security safeguard strategies to mitigate those risks.

If your practice fails to encrypt its electronic protected health information at rest (in your database) 
or in motion (in a transaction), and there is a breach of your “unsecured” electronic protected health 
information, then your practice is subject to additional security response and reporting procedures, 
as we discuss in greater detail in Chapter 1. These response and reporting procedures are outlined in 
the August 24, 2009, “Breach Notification for Unsecured Protected Health Information; Interim Final 
Rule,”72 and include notification requirements related to affected individuals, the Secretary of the 
Department of Health and Human Services (HHS), and in some cases the media, as well as notification 
from Business Associates to Covered Entities.
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Implementation Specification: Response and Reporting

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Security Incident Procedures 68 FR 8377
45 CFR

164.308(a)(6)(ii)

Response and Reporting Required

73 See Appendix 4-8 for sample form: Security Incident Report. 
74 See Appendix 4-9 for sample form: Security Incident Log.
75 American Recovery and Reinvestment Act, Public-Law 111-5, February 17, 2009, p. 260. 
76 74 Federal Register 42739-42770.

What to Do: Identify and respond to suspected or known security incidents; mitigate, to the extent 
practicable, harmful effects of security incidents that are known to the Covered Entity; and document 
security incidents and their outcomes.

Sample Policy
Our dental practice Security Official will implement policies and procedures for identifying and responding 
to suspected or known security incidents; mitigating, to the extent practicable, harmful effects of security 
incidents that are known to our practice; and documenting security incidents and their outcomes.

Our dental practice workforce members are responsible for complying with the practice’s security 
incident response and reporting policies and procedures.

Sample Procedures
Our Security Official shall implement response and reporting procedures in the practice regarding 
suspected or known security incidents.

Workforce members shall be responsible for reporting suspected or known security incidents to the 
Security Official as soon as discovered, with failure to do so resulting in appropriate sanctions.

Our Security Official, upon notification of a suspected or known security incident, shall take immediate 
action to contain the incident and minimize damage to our practice’s electronic protected health 
information and to our practice’s electronic systems that contain electronic protected health information.

Our Security Official shall document any security incident and actions taken to minimize harmful 
effects that are known to our practice in a written or electronic format Security Incident Report73 
that is appropriately backed up. The Security Incident Report shall be maintained by the practice  
for at least six years.

Our Security Official, in consultation with the practice’s attorney and other advisors, as appropriate, 
shall determine, for any security incident, reporting and notification requirements to affected parties, 
regulatory authorities, and others.

Our Security Official shall document each security incident in a written or electronic format Security 
Incident Log74 that is appropriately backed up. The Security Incident Log shall be maintained by the 
practice for at least six years from the date of its creation or the date when the last entry was made, 
whichever is later.

Our Security Official shall be responsible for receiving and acting upon any security incident reported 
to the dental practice involving a breach of electronic protected health information by a Business 
Associate, as required by Section 13402(b) of the HITECH Act75 and the August 24, 2009, “Breach 
Notification for Unsecured Protected Health Information; Interim Final Rule.”76 
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77 See Chapter 1 regarding penalties for HIPAA violations.
78 Also see Appendix 4-1, Contingency Plan, NIST pp.29-30.

Prompt reporting by workforce members of security incidents to the 
Security Official will help to mitigate adverse effects of those incidents, 
including the potential for significantly higher civil penalties for breaches 
that persist.77

 
TIP

Our Security Official shall review our practice’s security safeguard procedures following any security 
incident, make appropriate changes to minimize recurrence of such incidents, ensure that workforce 
members are aware of and understand the changes, and include a report of review and action as a 
follow-up in the relevant Security Incident Report and Security Incident Log.

Standard: 
CONTINGENCY PLAN

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specifications

Required or 
Addressable

Contingency Plan 68 FR 8377-8378
45 CFR 164.308(a)(7)(i)

A. Data Backup Plan
B. Disaster Recovery Plan
C. Emergency Mode 

Operation Plan
D. Testing and Revision 

Procedures
E. Applications and Data 

Criticality Analysis

Required
Required
Required

Addressable

Addressable

What is Required: Establish (and implement as needed) policies and procedures for responding to an 
emergency or other occurrence (for example, fire, vandalism, system failure, and natural disaster) that 
damages systems that contain electronic protected health information.78

What This Standard Means for Your Dental Practice:
If a fire swept through your practice facility, you would need a plan to recover your patient and billing 
files, contact your workforce members, inform your Business Associates, and let your patients know 
how you plan to conduct your dental business.

This Standard requires dental practices to establish contingency plans to respond to emergencies that 
could adversely impact their electronic systems that contain electronic protected health information. 
Such emergencies might include loss of electricity, vandalism, electronic system failure, theft, database 
crash, fire, chemical spill, and natural disasters such as tornado, flood, or hurricane, depending on the 
location of the practice. Contingency plans focus on safeguarding electronic systems and electronic 
protected health information and recovery for electronic systems that may be impaired as a result  
of emergencies.
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79 Be sure to compare the expected costs of not preparing with the alternative of having a contingency recovery site, such as a so-called hot site with 
backups of computer systems, applications, and a current, exact copy of your electronic protected health information. 

80 Be sure to consider stationary electronic systems in the practice as well as portable or mobile electronic media devices (e.g., wireless) containing electronic 
protected health information, and include any electronic systems containing electronic protected health information that may be used within or outside of 
the practice. 

81 Examples of electronic systems and core applications include, but are not limited to, electronic protected health information created and stored as dental 
records; telephone system; application and database servers; patient scheduling system; practice management system; Internet applications (if allowed); 
encryption tools (if used); exchange server for e-mail; desktop applications; workstations; network printers and print servers; portable electronic media 
devices; and miscellaneous software applications. 

As businesses rely increasingly on electronic systems to conduct their business, greater attention 
must be given to identifying threats and vulnerabilities to those systems, and to creating, testing, 
and updating emergency response plans to mitigate the effects of those risks. The Contingency Plan 
Standard reflects the importance of that attention.

The Contingency Plan Standard requires dental practices to develop and implement data backup, 
disaster recovery, and emergency mode operation plans. Even if it were not a required Standard of the 
Security Rule, it would be prudent business practice to do so in a business environment that relies on 
electronic systems. Remember, if your practice has no electricity or battery backup, your electronic 
systems that contain electronic protected health information can become inoperable and patient 
information would be unavailable. Availability, along with confidentiality and integrity, is an essential 
element of both privacy and security.

From a business standpoint, when considering potential emergencies, your dental practice’s risk 
analysis should include questions such as these:

•  How will the practice’s patients be affected?

•  What practice resources could be lost?

•  What are costs associated with any loss?

•  What are efforts, costs, and time needed to recover from an emergency?79

•  What is the overall impact on the viability of the business of your dental practice?

Sample Policy
Our Security Official will develop and implement policies and procedures for responding to emergencies 
that may impair the practice’s electronic systems containing electronic protected health information. 
Our dental practice workforce members are responsible for complying with the practice’s contingency 
plan policies and procedures.

Sample Procedures
Our Security Official shall establish a Contingency Planning Workgroup comprised of designated 
workforce members and representatives of our practice’s hardware and software vendor(s), and shall 
serve as its head. The Contingency Planning Workgroup shall undertake the following tasks:

•  Assess vulnerabilities and threats as part of risk analysis.

•  Assign priorities to vulnerabilities and threats to electronic systems that contain electronic 
protected health information.80

•  Assess recovery strategies to impairments of the practice’s electronic systems and  
core applications.81

•  Prepare policies, procedures, and a sequential list of tasks to achieve recovery.

•  Discuss these strategies, policies, and procedures with workforce members for feedback, revise  
if necessary, test if practicable, and train workforce members to carry out recovery procedures  
in the event of a contingency.
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Implementation Specification: Data Backup Plan

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Contingency Plan 68 FR 8378
45 CFR

164.308(a)(7)(ii)(A)

A. Data Backup Plan Required

82 Small dental practices may find it cost-effective to do an automatic daily backup downloaded onto disk or flash drive, then move the disk or flash 
drive offsite for safe storage. Larger practices may find it cost-effective to do an automatic daily backup electronically to an offsite, secure database 
facility. Whichever method is used, be sure that your practice encrypts the data whether it is at rest (disk or flash drive) or in motion (transmission to 
database facility).   

83 When an electronic system fails, it may be relatively easy to reinstall software applications that are only modified occasionally. In contrast, it may be 
relatively difficult to recreate or recover electronic protected health information that changes daily in a dental practice, or that may be lost from a  
database failure, files that are damaged, or files whose names are detached from underlying data. 

•  Review and update the contingency plan periodically, at least annually, and if there is a material 
change in business operations pertaining to use of electronic systems.

•  Identify key workforce members who can declare an emergency and those who can fashion a 
timely recovery, and how to reach each identified person 24/7.

There is no off-the-shelf substitute for your practice and key workforce 
members compiling the information and identifying the tasks that you will 
need to achieve recovery from a contingency.

 
TIP

What to Do: Establish and implement procedures to create and maintain retrievable exact copies of 
electronic protected health information.

Sample Policy
Our dental practice Security Official will implement policies and procedures for establishing and 
implementing a data backup plan that creates and maintains up-to-date exact copies of our  
practice’s electronic protected health information.

Our dental practice workforce members are responsible for complying with the practice’s data backup 
plan policies and procedures.

Sample Procedures
Our Security Official, in consultation with our practice’s hardware and software vendor(s), and working 
with the practice’s office manager, shall develop and implement an off-site backup82 plan for safeguarding 
our practice’s electronic system applications and database(s) so that the practice has access to those 
applications and an exact, up-to-date copy of our practice’s electronic protected health information.83  

Our Security Official shall verify on a daily basis that a successful backup has been accomplished.

Our Security Official shall ensure that the practice’s offsite facility maintains daily, weekly, monthly, 
and quarterly backups of exact electronic protected health information of its patients.

Our Security Official, working with the practice’s office manager, shall be responsible for testing 
backup systems periodically to determine that the integrity of the electronic protected health 
information is safeguarded.
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Implementation Specification: Disaster Recovery Plan

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Contingency Plan 68 FR 8378
45 CFR

164.308(a)(7)(ii)(B)

B. Disaster Recovery Plan Required

Test your backups on a regular basis to ensure that your practice maintains 
the integrity of its electronic protected health information.

 
TIP

84 See the earlier general discussion for the Contingency Plan Standard. 
85 This document is available online at: www.csrc.nist.gov/publications/nistpubs/800-34/sp800-34.pdf. See Appendix F: Resources (2 pages) and Appendix 

G: References (4 pages). Note that this document is being revised as “Contingency Planning Guide for Federal Information Systems (Draft),” NIST Special 
Publication 800-34 Rev. 1 (Draft), October 2009. This draft document is available at: www.csrc.nist.gov/publications/drafts/800-34-rev1/draft_sp-
800-34-rev1.pdf. See Appendix I: Resources (2 pages) for an updated list of print resources and Web resources. 

86 Even though the risk may be low, a dental practice in its risk analysis should examine the worst-case scenario and plan for it, even though it may never 
have to execute that part of the plan. The preamble to the HIPAA Security regulations states: “[t]he final [Security] rule calls for covered entities to 
consider how natural disasters could damage systems that contain electronic protected health information and develop policies and procedures for 
responding to such situations.  We consider this to be a reasonable precautionary step to take since in many cases the risk would be deemed to be low.” 
(68 Federal Register 8351). 

87 Your practice should test at least annually recovery of critical telecommunications and electronic systems from simulated failures, write reports of results, 
analyze results with workforce members to determine what you could have done better, and make necessary modifications to your disaster recovery plan 
and workforce training, as appropriate. 

What to Do: Establish (and implement as needed) procedures to restore any loss of data.

Sample Policy
Our dental practice Security Official will implement policies and procedures for establishing and 
implementing a disaster recovery plan for restoring business operations and electronic systems  
that contain electronic protected health information should a disaster occur. Our dental practice workforce 
members are responsible for complying with the practice’s disaster recovery plan policies and procedures.

Sample Procedures
Our Security Official shall develop and implement the practice’s disaster recovery plan using the 
Contingency Planning Workgroup84, which shall:

•  Consider compiling documentation related to disaster recovery planning, including: 

o  “Contingency Planning Guide for Information Technology Systems: Recommendations  
of the National Institute of Standards and Technology [NIST],” NIST Special Publication 
800-34, June 2002.85

•  Analyze, in the practice’s risk analysis, potential threats and vulnerabilities and their consequences 
associated with potential disasters.86

•  Identify, as outcomes of the risk analysis, safeguards to mitigate disaster risks and mechanisms 
and tools to restore business operations and electronic systems that contain electronic protected 
health information within a practice-defined recovery period, say, 24 to 48 hours, or less.

•  Prepare a comprehensive, usable, testable87, and effective disaster recovery plan for the practice 
that will take time and involve all workforce members.
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88 Home computer facilities of workforce members are not sufficiently safeguarded to fulfill this capability even on a temporary basis. 
89 74 Federal Register 42742-42743. 
90 If your practice is in a multiple-business facility, check with your landlord about the availability of backup electricity supply.  
91 The emergency mode operation plan is a key component of disaster recovery planning during the risk analysis process. Creating an emergency mode 

operation plan requires preparing a workflow map of the practice’s business operations and identifying each workforce member’s job functions and 
responsibilities at each workflow step. 

The greater the attention that your business as a dental practice pays  
to disaster recovery planning prior to an emergency, the speedier the 
recovery your business will experience.

 
TIP

Implementation Specification: Emergency Mode Operation Plan91

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Contingency Plan 68 FR 8378
45 CFR

164.308(a)(7)(ii)(C)

C. Emergency Mode 
Operation Plan

Required

•  Assign key workforce members to execute the plan should a disaster occur and train all workforce 
members on their roles for achieving recovery.

Our Security Official shall plan for establishing a temporary offsite location88 with telecommunication 
and electronic system capabilities sufficient for our practice’s size and business operations should the 
practice’s facility become unavailable as a result of a disaster.

Our Security Official shall ensure that backed up electronic protected health information used at the 
temporary offsite location is safeguarded according to the provisions of the HIPAA Security Rule and 
the August 24, 2009, Guidance Specifying the Technologies and Methodologies that Render Protected 
Health Information Unusable, Unreadable, or Indecipherable to Unauthorized Individuals.89

Our Security Official shall ensure that our practice has mitigated the potential disaster of loss of 
electricity supply by having backup source(s) of electricity available in an emergency.90

What to Do: Establish (and implement as needed) procedures to enable continuation of critical 
business processes for protection of the security of electronic protected health information while 
operating in the emergency mode.

Sample Policy
Our dental practice Security Official will implement policies and procedures for establishing — and 
implementing, as needed — an emergency mode operation plan for safeguarding the availability of 
our practice’s electronic protected health information while operating in emergency mode. Our dental 
practice workforce members are responsible for complying with the practice’s emergency mode 
operation plan policies and procedures.

Sample Procedures
Our Security Official, in consultation with the practice’s office manager and representatives of the 
practice’s hardware and software vendor(s), shall develop an emergency mode operation plan that  
is reasonable and appropriate for our practice by accomplishing the following tasks:
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Carefully map each workflow in your dental practice; identify key business 
tools that your practice needs to accomplish each workflow step; and make 
sure you have readily available or a ready source for those business tools 
when operating in emergency mode away from the practice facility.

 
TIP

92 If the practice’s vendors cannot respond in a timely manner, consider alternative vendors. As part of the risk analysis, identify alternative vendor sources 
that your practice could turn to in an emergency.  

•  Identifying and arranging for use of an alternate site to perform the practice’s data processing 
functions if a disaster materially disrupts those functions in the practice facility.

•  Ensuring hardware and software compatibility at primary and backup sites.

•  Providing backup power and secure communication capabilities in the event of an emergency.

•  Appointing workforce members to the emergency mode operations team.

•  Training all workforce members on roles and responsibilities during emergency mode operations.

•  Testing the emergency mode operation plan, and making modifications to the plan after testing, 
as necessary.

•  Ensuring that all actions taken and results experienced during emergency mode testing and 
operations are documented in writing.

Our Security Official, working with the emergency mode operations leader, if different from the 
Security Official, shall be responsible for the following tasks prior to and during execution of the plan:

•  Determine extent and seriousness of emergency.

•  Ensure that the practice official responsible for declaring an emergency does so, given that 
emergency plan execution criteria are met.

•  Notify emergency operations team and set up meeting at emergency operations facility if the 
practice facility is inaccessible or inoperable, or both.

•  Inform patients that may be affected by expected duration of the emergency (e.g., 24 to 48 
hours, or less) that emergency operations have been initiated.

•  Determine if there are additional equipment and supply requirements and order those that  
are required.

•  Notify electronic system and practice management system vendors, explain the emergency,  
and secure cooperation and assistance, as needed, for recovery from the emergency.92

•  Coordinate the shift of operations from the impaired practice facility to the emergency facility.

•  Run necessary tests on electronic systems that contain electronic protected health information  
to ensure that availability and integrity of such information is intact.

•  Initiate emergency operations at the emergency facility following successful tests and verification 
of results.

•  Ensure that safeguarding of electronic systems and electronic protected health information is 
reasonable and appropriate, given the emergency.

•  Outline and execute plan for restoration to normal operations, including informing patients of  
the situation and progress toward recovery.

•  Document all actions before and during execution of the emergency mode operation plan.
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Implementation Specification: Testing and Revision Procedures

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Contingency Plan 68 FR 8378
45 CFR

164.308(a)(7)(ii)(D)

D. Testing and Revision 
Procedures

Addressable

The more you test and evaluate your contingency plans, the greater the 
likelihood that your practice will have the proper safeguards in place to 
mitigate risk and restore your practice’s normal business operations if  
your practice experiences an emergency. 

 
TIP

93 This Implementation Specification is addressable. Assess whether the Implementation Specification is reasonable and appropriate and determine whether 
it would likely contribute to protecting the practice’s electronic protected health information. If so, then implement the specification. If the Implementation 
Specification is not reasonable and appropriate, implement an equivalent alternative measure if it is reasonable and appropriate. Document your decision 
and your reasoning for whatever your practice implements. 

94 The key word here is periodic. Your practice will determine the frequency from the outcome of your risk analysis. If your practice is rapidly altering your 
work environment to accommodate electronic business processes, experiencing a high turnover of workforce members, or having a relatively high number 
of security incidents or emergency situations, then your practice may want to consider testing and reviewing your security safeguards more frequently 
than a similar practice that has not been experiencing those events.

What to Do:93 Implement procedures for periodic94 testing and revision of contingency plans.

Sample Policy
Our dental practice Security Official will implement policies and procedures for testing and revising our 
practice’s contingency plans, including the practice’s data backup, disaster recovery, and emergency 
mode operation plans. Our dental practice workforce members are responsible for complying with the 
practice’s testing and revision policies and procedures.

Sample Procedures
Our Security Official shall be responsible for establishing a testing schedule for the practice’s data 
backup, disaster recovery, and emergency mode operation plans. Each plan shall be tested no less 
frequently than annually, based on inputs to and outcomes from the practice’s risk analysis. 

Our Security Official shall be responsible for documenting in writing actions observed during testing, 
especially successes, responses, response times, and plan weaknesses and failures.

Our Security Official shall evaluate in writing the effectiveness of the practice’s data backup, disaster 
recovery, and emergency mode operation plans, based on testing results, and present findings during 
the next round of the practice’s risk analysis review.

Our Security Official shall be responsible for making modifications to relevant contingency plans 
following testing in order to correct plan weaknesses and deficiencies that resulted in test failures.

Our Security Official shall inform workforce members of any plan modifications and conduct retraining 
of workforce members, as necessary.
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Implementation Specification: Applications and Data Criticality Analysis

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Contingency Plan 68 FR 8378
45 CFR

164.308(a)(7)(ii)(E)

E. Applications and Data 
Criticality Analysis

Addressable

95 This Implementation Specification is addressable. Assess whether the Implementation Specification is reasonable and appropriate and determine whether 
it would likely contribute to protecting the practice’s electronic protected health information. If so, then implement the specification. If the Implementation 
Specification is not reasonable and appropriate, implement an equivalent alternative measure if it is reasonable and appropriate. Document your decision 
and your reasoning for whatever your practice implements.

What to Do:95 Assess the relative criticality of specific applications and data in support of other 
contingency plan components.

Sample Policy
Our dental practice Security Official will assess vulnerabilities and threats as part of our practice’s risk 
analysis, and prioritize steps in data backup, disaster recovery, and emergency mode operation plans 
for recovery of electronic systems that contain electronic protected health information. Our dental 
practice workforce members are responsible for complying with the practice’s applications and data 
criticality analysis policies and procedures.

Sample Procedures
Our Security Official shall establish criteria for assessing the relative importance of vulnerabilities and 
threats as part of our practice’s risk analysis, and prioritizing steps in data backup, disaster recovery, 
and emergency mode operation plans for recovery of operations and for safeguarding the practice’s 
electronic systems and its electronic protected health information.

Remember, because the HIPAA Security Rule concerns safeguarding of 
electronic systems and electronic protected health information, loss 
of electricity is critical to the practice’s applications and data, and its 
restoration should have a high priority in both the risk analysis as a 
contingency and in the recovery plans for restoration as soon as practicable.

 
TIP
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96 Also see Appendix 4-1, Evaluation, NIST pp.31-32.
97 The civil penalties for violations of security rules have increased significantly, with the maximum penalty for “all such violations of an identical provision in a 

calendar year” increasing 60-fold from $25,000 to $1.5 million. The maximum penalty for ‘willful neglect’ whether corrected or not corrected is $50,000 
per violation. Accordingly, it makes prudent business sense for your practice to periodically evaluate how your security safeguards are performing, so 
that your practice maintains acceptable levels of risk, as the opportunity cost for not doing so, in the form of potential penalties, is high. For additional 
information on the new civil penalty structure, see Chapter 1. The October 30, 2009, Interim Final Rule, effective November 30, 2009, providing for 
enforcement of violations on or after February 18, 2009, with the increased civil monetary penalty structure can be found at 74 Federal Register 56123-
56131 (especially p. 56127).

Standard: 
EVALUATION

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Evaluation 68 FR 8378
45 CFR 164.308(a)(8)

Required 

What is Required: Perform a periodic technical and non-technical evaluation, based initially upon the 
Standards implemented under this rule and subsequently, in response to environmental or operational 
changes affecting the security of electronic protected health information, that establishes the extent 
to which an entity’s security policies and procedures meet the requirements of the HIPAA Security 
Safeguard Standards for the Protection of Electronic Protected Health Information.96

What This Standard Means for Your Dental Practice:
This Standard requires your practice to periodically assess risk to electronic protected health 
information and to your business operation as a dental practice as risks and your business environment 
change. For example, if your dental practice changes from a single workstation to computer network 
server, or from stationary electronic media in the practice to a combination of stationary and portable 
electronic media, with the portable devices sometimes used outside of the practice facility, then your 
practice’s risks to electronic protected health information are going to change as well. Evaluation and 
vigilance are key components of risk mitigation.

Your dental practice should evaluate its security policies and procedures at least annually and more 
frequently if the business environment changes, as in the examples previously noted. The objective 
is for your practice to maintain acceptable levels of risk in the practice, based on evaluation. In 
determining what is an acceptable level of risk for your practice, take into consideration your  
obligation to: 

•  Insure the confidentiality, integrity, and availability of your electronic protected  
health information, 

•  Protect against reasonably anticipated threats or hazards to the security of your electronic 
protected health information, 

•  Protect against reasonably anticipated impermissible uses and disclosures of your electronic 
protected health information, and 

•  Ensure workforce compliance.

If levels of risk are not acceptable, then the practice is required to effect changes to achieve acceptable 
levels of risk. In evaluating the level of risk, your practice should also take into consideration the civil 
monetary penalties that can be imposed as a consequence of a HIPAA violation. The HITECH Act 
significantly increased these penalties.97
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Acceptable levels of risk in one dental practice may be unacceptable in 
another practice. Hence, evaluation is essential to both the initial risk 
analysis that your practice is required to perform and to its ongoing 
assessment of risks, so that risks are kept at acceptable levels in your 
practice as they change over time.

 
TIP

98 A dental practice has the option of deciding how it will perform its evaluation responsibilities under the HIPAA Security Rule. It could perform the evaluation 
internally using its own workforce members and key representatives of its Business Associate hardware and software vendors, or it could outsource 
the evaluation to a third party, such as an external accreditation entity. If the practice uses an external accreditation agency, the agency is considered a 
Business Associate of the practice and must be under a Business Associate Agreement. The HIPAA Security Rule recognizes in the preamble that the cost 
of an external, third party evaluation of your security safeguards may be prohibitive for small covered entities. As guidance for doing evaluation internally, 
we recommend that you consult “Managing Risk for Information Systems: An Organizational Perspective (Second Public Draft),” National Institute of 
Standards and Technology (NIST) Special Publication 800-39. April 2008, which is available at: www.csrc.nist.gov/publications/drafts/800-39/SP800-
39-spd-sz.pdf.  

99 Your practice’s Security Official ultimately is responsible for your practice’s compliance with security safeguard Implementation Specifications under the 
HIPAA Security Rule, but may delegate tasks and functions in order to carry out the work required to achieve compliance. The preamble to the HIPAA 
Security Rule states: “…final security responsibility must rest with one individual to ensure accountability within each covered entity. More than one 
individual may be given specific security responsibilities, especially within a large organization, but a single individual must be designated as having the 
overall final responsibility for the security of the entity’s electronic protected health information.” 68 Federal Register 8347.

Sample Policy
Our dental practice Security Official will establish procedures for our practice to perform periodic 
technical and non-technical evaluations of security performance, based upon the Standards our 
practice has implemented under the HIPAA Security Rule and changes required to those Standards’ 
Implementation Specifications due to environmental or operational changes affecting the security of 
our practice’s electronic protected health information. Our dental practice workforce members are 
responsible for complying with the practice’s evaluation policies and procedures.

Sample Procedures
Our Security Official shall be responsible for the design of the evaluation process for our  
dental practice.98

Our Security Official shall establish, lead, and convene an evaluation working group comprised of the 
practice’s workforce members and representatives of its hardware and software vendors, as needed.

Our Security Official shall establish the agenda for the evaluation working group, delegate duties and 
functions,99 manage workflow, and prepare written reports of findings.

Our Security Official shall be responsible for developing, with the evaluation working group, criteria for 
determining acceptable levels of risk for vulnerabilities and potential threats to the practice’s electronic 
systems and electronic protected health information, and mitigation strategies and procedures for 
maintaining risks at acceptable levels in the practice.

Our Security Official shall conduct evaluation of risks on at least an annual basis and whenever our 
practice determines that risks of changes in our practice operating environment or in the regulatory 
environment warrant review.
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Standard: 
BUSINESS ASSOCIATE CONTRACTS AND
OTHER ARRANGEMENTS

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Business Associate 
Contracts and Other 

Arrangements

68 FR 8378
45 CFR 164.308(b)(1)

Written Contract or  
Other Arrangement

Required 

100 45 CFR 164.306
101 45 CFR 164.314(a)
102 Also see Appendix 4-1, Business Associate Contracts and Other Arrangements, NIST pp.33-34.
103 “The additional requirements of this title that relate to security and that are made applicable with respect to covered entities shall also be applicable 

to such a business associate and shall be incorporated into the business associate agreement between the business associate and the covered entity.”  
See Section 13401 (a): Application of Security Provisions, American Recovery and Reinvestment Act, Public-Law 111-5, February 17, 2009, p. 260, 
which is available at: http://www.gpo.gov:80/fdsys/pkg/PLAW-111publ5/pdf/PLAW-111publ5.pdf.

104 “APPLICATION OF CIVIL AND CRIMINAL PENALTIES. In the case of a business associate that violates any security provision [relating to administrative, 
physical, technical safeguards, and to policies and procedures], sections 1176 and 1177 of the Social Security Act shall apply to the business associate 
with respect to such violation in the same manner such sections apply to a covered entity that violates such security provision.” [Section 13401 (b), p. 
260 from the reference in the preceding footnote] For the civil penalty structure, see Department of Health and Human Services, Office of the Secretary, 
“45 CFR Part 160—HIPAA Administrative Simplification: Enforcement,” Federal Register, v.74, n.209, October 30, 2009, pp.56123-56131.

105 See Department of Health and Human Services, Office of the Secretary, “45 CFR Parts 160 and 164—Breach Notification for Unsecured Protected 
Health Information; Interim Final Rule,” Federal Register, v.74, n.162, August 24, 2009, pp.42739-42770.

What is Required: A Covered Entity, in accordance with the General Rules for the HIPAA Security 
Standards,100 may permit a Business Associate to create, receive, maintain, or transmit electronic 
protected health information on the Covered Entity’s behalf only if the Covered Entity obtains 
satisfactory assurances, in accordance with the Organizational Requirements Standard: Business 
Associate Agreements or Other Arrangements of the HIPAA Security Standards,101  that the 
Business Associate will appropriately safeguard the information.102

What This Standard Means for Your Dental Practice:
This Standard requires you to have an appropriate Business Associate Agreement in place for each  
of your Business Associates. This Standard overlaps with the “Business Associate Contract”  
Standard in HIPAA Privacy (see Chapter 2). 

The HITECH Act provisions of the American Recovery and Reinvestment Act (ARRA), which were 
enacted on February 17, 2009, changed the relationship between a Covered Entity and its Business 
Associates in two ways. First, the HITECH Act requires that as of February 17, 2010, Business 
Associates must comply with the Standards and Implementation Specifications of the HIPAA Security 
Rule,103 and are subject to the same civil penalties as Covered Entities for violation of the Privacy 
and Security Rules.104

Second, a Business Associate is required to inform its Covered Entity if it discovers or experiences 
a breach of “unsecured” electronic protected health information, and to assist the Covered Entity 
by providing information necessary for the Covered Entity to send “notification of breach” to 
affected persons and other entities.105 Federal enforcement of penalties for failure to provide breach 
notification of unsecured electronic protected health information began on February 22, 2010 for 
breaches discovered on or after that date. Covered Entities must review and revise their Business 
Associate Agreements to comply with the HITECH Act. 
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106 That is, if the Business Associate Agreement contained an applicable and enforceable indemnification provision.
107 See the August 24, 2009, Breach (74 Federal Register 42739-42770) and October 30, 2009 Enforcement 

(74 Federal Register 56123-56131) Interim Final Rules. 
108 An Interim Final Rule pertaining to Business Associate Agreements is expected in early 2010.
109 In general, “other arrangements” will not pertain to a dental practice’s relationship with a Business Associate.
110 45 CFR 164.308(b)(2)(i).
111 74 Federal Register 42742-42743.

Prior to enactment of the HITECH Act, if a Business Associate violated a security rule and failed to 
remedy the violation, the Covered Entity could respond by cancelling its contract with the Business 
Associate, suing the Business Associate for breach of the Business Associate Agreement, and in some 
cases suing for indemnification under the Business Associate Agreement.106 However, the Covered 
Entity could be held liable for a penalty for a violation. While this remains true, the HITECH Act imposes 
additional consequences on Business Associates that violate HIPAA. As of February 17, 2010, when 
Business Associates must comply with the HIPAA Security Rule, and as of February 22, 2010, when 
federal enforcement of failure to provide breach notification begins, Business Associates assume 
most of the same civil liabilities as covered entities. It is important to note, however, that Business 
Associates are not the same as Covered Entities. As one example, under the Breach Notification Rule, 
Business Associates are required to notify Covered Entities of a breach of protected health information 
and must provide Covered Entities with certain information related to the breach. However, in most 
cases it is the responsibility of the Covered Entity to provide the appropriate notification to patients, 
to HHS, and, if applicable, to the media.

The HITECH Act, and existing107 and forthcoming108 regulations, require that Covered Entities amend 
their Business Associate Agreement content to reflect new requirements and changes in the 
relationship between Covered Entity and Business Associate.

Here, we review the existing Standard and Implementation Specification. The Business Associate 
contracts and “other arrangements”109 Standard (we will refer to this Standard as the “Business 
Associate” Standard) has three parts and one Implementation Specification that is required.

Part 1. Satisfactory assurances that the Business Associate will appropriately safeguard the information 
(see provisions in the Sample Business Associate Agreement Addendum in Appendix 2-12.)

Part 2. The Business Associate Standard does not apply in three instances, one of which is relevant 
to dental practices: “The transmission by a covered entity of electronic protected health information 
to a health care provider concerning the treatment of an individual.”110 What this means is that such 
transmissions, from, say, one dentist to another or to a dental laboratory for treatment purposes do 
not require a Business Associate Agreement for protection of electronic protected health information. 
However, given the August 24, 2009, Guidance Specifying the Technologies and Methodologies 
that Render Protected Health Information Unusable, Unreadable, or Indecipherable to Unauthorized 
Individuals,111 the prudent dental practice may wish to have a contractual agreement with each person 
or entity to whom it transmits (and from whom it receives) electronic protected health information 
for treatment purposes, that all such transmissions shall be appropriately encrypted and thus deemed 
‘secure’ for breach notification purposes.

The HITECH Act and enabling regulations have changed the Covered Entity-
Business Associate relationship. The Business Associate must comply with 
the HIPAA Security Rule beginning February 17, 2010, and must report 
to the Covered Entity any breaches of the Covered Entity’s “unsecured” 
electronic protected health information and must provide information that 
the Covered Entity requires for breach notification. 

 
TIP
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112 45 CFR 164.308(b)(3).
113 45 CFR 164.314(a). 
114 See 45 CFR 164.314(a)(2)(ii).
115 45 CFR 164.314(a).

Implementation Specification: Written Contract or Other Arrangement

Administrative 
Safeguard Standard

Federal Register (FR)/ 
45 CFR Part

Implementation 
Specification

Required or 
Addressable

Business Associate 
Contracts and Other 

Arrangements

68 FR 8378
45 CFR 164.308(b)(4)

Written Contract or  
Other Arrangement

Required 

Part 3. This part relates to a Covered Entity that is a Business Associate of another Covered Entity.An 
example is where a health care clearinghouse is a Business Associate of a dental practice, say, taking 
paper claims data from the practice, converting them to the Standard electronic dental claim format 
(ASC X12 837D), and transmitting them electronically to a dental plan. This part of the Standard 
states that a Covered Entity that “violates the satisfactory assurances it provided as a business 
associate of another covered entity”112 will not be in compliance with the Business Associate Standard 
and the similar Standard that is part of Organizational Requirements,113 which is discussed in the 
following Implementation Specification.

Covered Entities must enter into appropriate Business Associate Agreements 
with each of their Business Associates, and must update those agreements 
to comply with new requirements under the HITECH Act.

 
TIP

What to Do: Document the satisfactory assurances required by the Business Associate Standard 
through a written contract or other arrangement114 with the Business Associate that meets the 
applicable requirements of the similar Standard that is part of Organizational Requirements.115

Sample Policy
Our dental practice Security Official, in consultation with the practice’s attorney, will prepare a 
Business Associate Agreement that contains the necessary assurances and the Security Official will 
ensure that such agreement is executed with each Business Associate engaged by the practice. 
Our dental practice workforce members are responsible for complying with the practice’s Business 
Associate Agreement policies and procedures.

Sample Procedures
The Security Official, in consultation with the practice’s attorney, shall ensure that the practice’s Business 
Associate Agreement is revised from time to time to reflect changes resulting from the HITECH Act and 
its enabling regulations, including duties and responsibilities each party owes to the other, as applicable.

The Security Official, in cooperation with the Privacy Official, shall identify each of the practice’s 
Business Associates and shall require each Business Associate to sign the practice’s most current 
Business Associate Agreement. The Security Official, in cooperation with the Privacy Official, 
shall retain the practice’s copies of the Business Associate Agreements in compliance with HIPAA 
document retention requirements.
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How to Use this Risk Assessment
The following sample risk assessment provides you with a series of sample questions to help you 
prioritize the development and implementation of your HIPAA Security policies and procedures. 
While this risk assessment is fairly lengthy, remember that the risk assessment is required and it is 
critical to your compliance with the Security Rule. These sample questions cover Administrative, 
Physical, and Technical Safeguards, and the Breach Notification Rule, and are only representative 
of the issues you should address when assessing different aspects of your practice. Keep your 
completed risk assessment documents in your HIPAA Security files and retain them in compliance 
with HIPAA document retention requirements. 

HIPAA Security requires Covered Entities to protect against any reasonably anticipated threats 
or hazards to the security or integrity of electronic Protected Health Information (“ePHI”) and 
to implement security measures sufficient to reduce risks and vulnerabilities to a reasonable 
and appropriate level. Assessing risks is only a first step. You must use the results of your risk 
assessment to develop and implement appropriate policies and procedures.

Reproduction and use of this form in the dental office by dentists and their staff is permitted. 
Any other use, duplication, or distribution of this form requires the prior written approval of the 
American Dental Association. This form is educational only, does not constitute legal advice, and 
covers only federal, not state, law. 

Sample Risk Analysis Directions: 
1.  Review each of the following sample questions and rank the level of risk on a scale of 1 to 6 

(with 1 being the lowest level of risk and 6 being the highest level of risk) 

a.  “Risk for us” — 5 or 6 on your rating scale. You believe the situation or activity could put your 
practice at risk. For example, if your portable computer or smart phone contains scheduling or 
patient information, you have a high risk of exposing patient information if the ePHI it contains 
is not encrypted. 

b.  “Could be a risk” — 3 or 4 on your rating scale. For example, a poorly maintained inventory  
of electronic equipment would put you at risk of not being able to reconstruct your practice 
for an insurance claim in the event of a disaster. 

c.  “Not a risk” — 1 or 2 on your rating scale. For example, the risk of flooding is likely to be lower 
for a dental practice that is located in a low flood risk area than for a practice located in a high 
flood risk area. 

Sample HIPAA Security Risk Assessment 
For a Small Dental Practice
Administrative, Physical, and Technical Safeguards
Breach Notification Rule

Appendix 4-2
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2.  The following sample questions are designed to illustrate the kinds of questions that a dental 
practice should analyze in conducting its HIPAA Security Risk Analysis. Similar sample questions  
may appear in several sections because the sample questions correspond with various provisions  
of the Security Rule and are intended to allow you to think through your risks in different ways. 

3.  Identify a Security Official to develop and implement security policies and procedures and to 
oversee and protect confidential health information. For example, mobile computers often score  
a 5-6 risk rating. The Security Official should confirm that ePHI stored on such hardware is 
encrypted, and all such hardware is accounted for through either a check-in/check-out process  
or by storage in a locked cabinet at the end of each day. 
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Administrative Safeguards

Security Management Process 164.308(a)(1)
Team: Security Official, Dentist, Workforce Members

Implementation
Specification R/A Sample Risk Assessment Question Risk Policy

Assigned 
to

Risk 
for us

Could 
be a 
risk

Not a 
risk

Policy 
in 

place

Need 
policy

Risk Analysis Required

Do you keep an updated inventory  
of hardware and software owned by 
the practice?

Can you identify where ePHI is  
located (e.g., desktops, laptops, 
handhelds, tablets, removable  
media, servers, etc.)?

Could you locate the inventory in a 
disaster (fire, flood, explosion, theft)?

Do you know the current approximate 
value of your hardware and software?

Does the inventory contain all 
necessary contact information, 
including information for workforce 
members and service providers?

Do you control the information 
contained on your information 
system?

Do you or your workforce take home 
portable computers or other devices 
containing ePHI?

Does any vendor have access to 
confidential patient data? Have you 
discussed HIPAA Security and HITECH 
requirements with such vendor(s)? 
Is an up-to-date Business Associate 
Agreement in place for each vendor 
that has access to ePHI?

Can a vendor change confidential 
patient data? If so, are you monitoring 
audit logs for such changes?
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Implementation
Specification R/A Sample Risk Assessment Question Risk Policy

Assigned 
to

Risk 
for us

Could 
be a 
risk

Not a 
risk

Policy 
in 

place

Need 
policy

Risk 
Management

Required

Do you update your workforce 
members’ training each time you 
develop and implement new policies 
and procedures? Do you document 
initial and continuing training?

Have you set user access to  
ePHI? Does access correspond  
to job descriptions (clinical, 
administrative, billing)?

Do you monitor reports that identify 
persons and systems that access ePHI, 
including those not authorized to have 
access to ePHI?

Do you have control over who can 
amend your patient records?

Sanctions Policy Required

Have you developed a written 
sanctions policy against workforce 
members who do not abide by  
your policies?

Have you explained those sanctions  
to your workforce members?

Do you consistently enforce  
those sanctions?

Information 
System Activity 

Review

Required

Do you regularly review system audit 
trails that identify who has accessed 
the system and track additions, 
deletions, or changes they may have 
made to ePHI?

Would you know if someone was 
trying to hack into your system?  
(Do you regularly review security 
incident reports?)
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Implementation
Specification R/A Sample Risk Assessment Question Risk Policy

Assigned 
to

Risk 
for us

Could 
be a 
risk

Not a 
risk

Policy 
in 

place

Need 
policy

Assigned Security Responsibility 164.308(a)(2)
Team: Dentist, Security Official, Privacy Official

Assigned 
Security 

Responsibility

Required

Have you appointed a Security 
Official?

Do your Privacy and Security Officials 
coordinate privacy and security 
policies and procedures? (Privacy  
and Security Official may be the  
same person)

Workforce Security 164.308(a)(3)
Team: Security Official, Privacy Official

Authorization 
and/or 

Supervision

Addressable

Do you have written job descriptions 
that define appropriate access  
to ePHI?

Could an unauthorized workforce 
member obtain access to ePHI?

Are persons with access to  
ePHI supervised?

Workforce 
Clearance
Procedure

Addressable

Do you contact references before 
hiring employees?

Do you conduct background checks?

Termination 
Procedures

Addressable

Do you immediately deactivate a 
workforce member’s access upon 
termination (or, as appropriate,  
upon change of job description)?

Do you notify your IS vendor of  
an employee’s termination within  
a specific time?
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Implementation
Specification R/A Sample Risk Assessment Question Risk Policy

Assigned 
to

Risk 
for us

Could 
be a 
risk

Not a 
risk

Policy 
in 

place

Need 
policy

Is there a standard checklist of action 
items when an employee leaves? 
(Return keys, close and payment  
of credit cards, return software  
and hardware)

Does your practice consistently 
enforce checklists and policies with 
respect to all employees who are 
terminated or whose duties have 
changed, whether the termination or 
change was voluntary or for cause?

Information Access Management 164.308(a)(4)
Team: Security Official, Dentist

Isolating 
Health Care 

Clearinghouse 
Functions

Required

If you use a health care clearinghouse 
that is part of a larger organization, 
have you confirmed that the 
clearinghouse has implemented 
policies and procedures to protect 
ePHI from unauthorized access by  
the larger organization?

Access 
Authorization

Addressable

Are you using your IT system’s log-in 
process to authorize access (such as 
limiting administrative access)?

Is each workforce member’s  
access to ePHI based on his or  
her job description?

Access 
Establishment 

and 
Modification

Addressable

Do you document, periodically review, 
and modify as appropriate workforce 
members’ access to ePHI?
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Implementation
Specification R/A Sample Risk Assessment Question Risk Policy

Assigned 
to

Risk 
for us

Could 
be a 
risk

Not a 
risk

Policy 
in 

place

Need 
policy

Security Awareness and Training 164.308(a)(5)
Team: Security Official, with input from Privacy Official

Have you implemented a security 
awareness and training program  
for all members of your workforce, 
including management?

Security 
Reminders

Addressable

Have there been lapses in privacy 
safeguards that indicate a need for 
training refreshers?

Have you identified your security 
training priorities?

Are security reminders posted in  
a visible location?

Are vendors aware of your  
security reminders?

Do workforce members know where 
to find a copy of your security policies 
and procedures?

Do workforce members understand 
the consequences of noncompliance 
with those policies?

Are workforce members with laptops, 
PDAs, or cell phones aware of 
encryption requirements?

Do you consistently follow your 
security awareness and training 
program with all new hires?

Protection 
from Malicious 

Software

Addressable

Have you installed anti-virus and other 
anti-malware protection software 
on your computers? Do you use it to 
guard against, detect, and report any 
malicious software? Do you protect 
against spyware?

Do workforce members update the 
virus protection software when it is 
routed to them?
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Implementation
Specification R/A Sample Risk Assessment Question Risk Policy

Assigned 
to

Risk 
for us

Could 
be a 
risk

Not a 
risk

Policy 
in 

place

Need 
policy

Do you prohibit workforce members 
from downloading software they 
brought in from elsewhere?  
(digital family photos, games,  
books, music, etc.)

Log-in 
Monitoring

Addressable

Does the Security Official regularly 
monitor audit logs?

Is the Security Official notified of 
unsuccessful log-ins?

Do workforce members know what to 
do if they cannot access the system?

Password 
Management

Addressable

Have you established procedures  
for creating, changing, and 
safeguarding passwords?

Are sanctions in place if workforce 
members share passwords?

Do workforce members know what  
to do if they forget a password?

Are you providing password 
management reminders?

Security Incident Procedures 164.308(a)(6)
Team: Security Official, Practice Management Vendor

Response and 
Reporting

Required

Do you know if your security system 
has ever been breached?

Have you prioritized what must  
be restored in the event of a  
system disruption?

Have you developed a list of persons 
and entities to contact in the event  
of a security incident?

70          Appendix 4-2: Sample HIPAA Security Risk Assessment For a Small Dental Practice



A D A  P R A C T I C A L  G U I D E  T O  H I P A A  C O M P L I A N C E

Implementation
Specification R/A Sample Risk Assessment Question Risk Policy

Assigned 
to

Risk 
for us

Could 
be a 
risk

Not a 
risk

Policy 
in 

place

Need 
policy

Do you require workforce members to 
tell you immediately if they suspect a 
compromise to your system?

Have you made a list of possible 
security incidents?

Do you document all security incidents 
and their outcomes?

Contingency Plan 164.308(a)(7)
Team: Security Official, Privacy Official, Dentist

Data Backup 
Plan

Required

Does your practice back up its 
electronic data?

Do you store the backup data at the 
dental practice’s location?

Do you know whom to call to  
restore data?

Disaster 
Recovery Plan

Required

Do you have a procedure to restore 
any loss of data?

Do you have a list of critical hardware, 
software, and workforce members?

Emergency 
Mode 

Operation Plan

Required

If you are required to operate in 
emergency mode, do you have 
procedures to enable you to continue 
critical business processes to protect 
the security of ePHI?

Do you have a plan to temporarily 
relocate if you lose access to your 
physical location?

Would ePHI be safeguarded in this 
temporary location? 

Are formal agreements in place for 
such a relocation?
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Implementation
Specification R/A Sample Risk Assessment Question Risk Policy

Assigned 
to

Risk 
for us

Could 
be a 
risk

Not a 
risk

Policy 
in 

place

Need 
policy

Have you trained staff on your 
contingency plan?

Is there a contingency plan 
coordinator?

Do you have an emergency call list?

Have you identified situations in  
which your contingency plan must  
be activated?

Is there a plan to restore systems to 
your normal operations?

Testing and 
Revision 

Procedures

Addressable

Have you tested your  
contingency plan? 

Applications and 
Data Criticality 

Analysis

Addressable

Do you have a plan to restore your 
business activities, beginning with 
what is most critical to your practice?

Evaluation 164.308(a)(8)
Team: Security Official, Privacy Official, Dentist

Evaluation Required

Do you perform periodic HIPAA 
Security evaluations?

Do you perform these evaluations 
in response to environmental and 
operations changes affecting the 
security of your ePHI, to determine 
whether your security policies  
and procedures meet HIPAA  
Security requirements?

Do you perform both technical and 
nontechnical evaluations?

Has your Security Official determined 
acceptable levels of risk in its business 
operations and mitigation strategies?

72          Appendix 4-2: Sample HIPAA Security Risk Assessment For a Small Dental Practice



A D A  P R A C T I C A L  G U I D E  T O  H I P A A  C O M P L I A N C E

Implementation
Specification R/A Sample Risk Assessment Question Risk Policy

Assigned 
to

Risk 
for us

Could 
be a 
risk

Not a 
risk

Policy 
in 

place

Need 
policy

Do you have a plan to evaluate your 
systems at least annually, or at any 
time a risk warrants a review?

Business Associate Contracts and Other Arrangements 164.308(b)(1)
Team: Security Official, Privacy Official, Dentist

Written 
Business 
Associate 
Contract

Required

Are all necessary Business Associate 
Agreements in place? Are they HIPAA 
and HITECH compliant?

Are there new organizations or IT 
vendors that require a Business 
Associate Agreement?
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Physical Safeguards

Facility Access Controls 164.310(a)(1)
Team: Security Official, Privacy Official, Dentist

Implementation
Specification R/A Sample Risk Assessment Question Risk Policy

Assigned 
to

Risk 
for us

Could 
be a 
risk

Not a 
risk

Policy 
in 

place

Need 
policy

Contingency 
Operations

Addressable

Do you know who needs access to the 
facility in the event of a disaster?

Do you have a backup plan for access, 
including who has authority to access 
the facility in a disaster?

Facility Security 
Plan

Addressable

Do you have an inventory of facilities 
and equipment therein?

How do you safeguard your facility 
and equipment from unauthorized 
physical access, tampering, and theft?

Is there a contingency plan in place?

Access Control 
and Validation 

Procedures

Addressable

Do you have procedures in place to 
control physical access to your facility 
and areas within your facility where 
ePHI could be accessed?

Do you validate a person’s authority to 
access software programs for testing 
and revision?

Is there a history or risk of break-ins 
that requires monitoring equipment?

If monitoring or surveillance 
equipment generates records or 
footage, how is it reviewed, handled, 
and disposed of?

If you use a security contractor  
for surveillance purposes, do  
you have an up-to-date Business  
Associate Agreement in place  
with the contractor?
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Implementation
Specification R/A Sample Risk Assessment Question Risk Policy

Assigned 
to

Risk 
for us

Could 
be a 
risk

Not a 
risk

Policy 
in 

place

Need 
policy

Maintenance 
Records

Addressable

Have you repaired or modified any 
physical components of your facility 
related to security, such as doors, 
locks, walls, or hardware, or do you 
expect to do so?

Do you have a system to document all 
such repairs and modifications?

Workstation Use 164.310(b)
Team: Security Official, Privacy Official, Dentist

Workstation 
Use

Required

Have you documented how 
workstations are to be used in  
the physician practice?

Are there wireless tools used  
as workstations?

Can unauthorized persons view 
content of workstations?

Workstation Security 164.310(c)
Team: Security Official, Privacy Official, Dentist, IT Vendor

Workstation 
Security

Required

Is access to ePHI restricted to 
authorized users?

Is there a log-off policy before leaving 
computers unattended?

Is there a policy that controls Internet 
access while working with ePHI?

Device and Media Controls 164.310(d)(1)
Team: Security Official, Privacy Official, Dentist, IT Vendor

Disposal Required

Do you destroy data on hard drives 
and file servers before disposing  
the hardware?
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Implementation
Specification R/A Sample Risk Assessment Question Risk Policy

Assigned 
to

Risk 
for us

Could 
be a 
risk

Not a 
risk

Policy 
in 

place

Need 
policy

Media Re-use Required

Are workforce members trained as to 
the security risks of re-using hardware 
and software that contain ePHI?

Do you have a procedure for removing 
ePHI from electronic media before it 
can be re-used?

Accountability Addressable

Do you document the movement of 
hardware and electronic media and 
who is responsible for each item?

Do you periodically check the 
inventory to ensure computers are 
where they are supposed to be? 

Do you document where they’ve  
been moved?

Is the inventory list part of your 
disaster recovery files? Is it stored  
in a disaster-proof manner, i.e., offsite 
and (preferably) electronically?

Data Backup 
and Storage

Addressable

Do you regularly back up data on 
hardware and software and maintain 
backup files off site?

Do you back up ePHI before 
equipment is moved?

Have staff members been trained on 
backup policies?
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Technical Safeguards

Access Control 164.312(a)(1)
Team: Security Official, Privacy Official, Dentist, IT Vendor

Implementation
Specification R/A Sample Risk Assessment Question Risk Policy

Assigned 
to

Risk 
for us

Could 
be a 
risk

Not a 
risk

Policy 
in 

place

Need 
policy

Unique User 
Identification

Required

Has the Security Official assigned a 
unique user identity to each member 
of the workforce?

Are passwords unique to each 
individual and not shared?

Is there a sanction policy on  
sharing passwords?

Do workforce members have access 
to the minimum ePHI necessary to 
perform their job responsibilities?

Do you participate in ePrescribing? 
If so, does the system validate your 
electronic signature? Are dentists the 
only providers allowed to ePrescribe  
in your practice?

Emergency 
Access 

Procedure

Required

Does the Security Official have  
a unique user ID that is used only  
in emergencies?

Is there a process to notify another 
leader in the practice when the 
emergency ID is used?

Automatic 
Logoff

Addressable

Do your computers automatically  
log off after a specific period  
of inactivity?

Is there a shorter log off period for 
computers in high traffic areas?

   Appendix 4-2: Sample HIPAA Security Risk Assessment For a Small Dental Practice          77 



A D A  P R A C T I C A L  G U I D E  T O  H I P A A  C O M P L I A N C E

Implementation
Specification R/A Sample Risk Assessment Question Risk Policy

Assigned 
to

Risk 
for us

Could 
be a 
risk

Not a 
risk

Policy 
in 

place

Need 
policy

Encryption and 
Decryption

Addressable

Do you send e-mail containing ePHI  
to patients?

Is the e-mail sent over an open 
network such as AOL, Yahoo!, 
EarthLink, or Comcast?

Do you have a mechanism in place  
to encrypt and decrypt ePHI?

Audit Controls 164.312(b)
Team: Security Official, IT Vendor

Audit Controls Required

Is there a procedure in place to 
monitor and audit workforce members 
with access to ePHI and their activity 
with respect to ePHI?

Is one person responsible for 
conducting audit processes and 
reporting results?

Has your IT vendor explained how to 
conduct audits?

Integrity 164.312(c)(1)
Team: Security Official, Privacy Official, Dentist, IT Vendor

Mechanism to 
Authenticate 

ePHI

Addressable

Are users required to authenticate 
themselves when logging on to  
the system?

Is there a feature that locks out  
users after a specific number of  
failed log-in attempts?

Is data transmitted through standard 
network protocols?

Have you identified sources that 
would jeopardize the integrity of  
ePHI (vandalism, hackers, system 
failures, viruses)?
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Implementation
Specification R/A Sample Risk Assessment Question Risk Policy

Assigned 
to

Risk 
for us

Could 
be a 
risk

Not a 
risk

Policy 
in 

place

Need 
policy

Is there an electronic mechanism 
to corroborate that ePHI has not 
been altered or destroyed in an 
unauthorized manner?

Person or Entity Authentication 164.312(d)
Team: Security Official, Privacy Official, Dentist, IT Vendor

Person or Entity 
Authentication

Required

Does your system require users to 
identify themselves using a password 
and user name?

Does the system allow you to conduct 
audit trails on users?

Transmission Security 164.312(e)(1)
Team: Security Official, IT Vendor

Integrity 
Controls

Addressable

Does the software allow you to track 
and audit users who transmit and  
alter ePHI?

Is there an auditing process in place?

Does the IT vendor ensure  
that information is not altered  
in transmission?

Encryption Addressable

Does your practice use a mechanism 
(secure network) to encrypt e-mail  
or other ePHI?

Does your practice send ePHI via 
handhelds or wireless laptops?

Do workforce members know how to 
respond to e-mails containing ePHI?
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Breach Notification Rule

Notification in the Case of Breach of Unsecured Protected Health Information (“PHI”) 45 CFR Part 164 Subpart D
Team: Security Official, Dentist, Workforce Members

Implementation
Specification R/A Sample Risk Assessment Question Risk Policy

Assigned 
to

Risk 
for us

Could 
be a 
risk

Not a 
risk

Policy 
in 

place

Need 
policy

Are paper charts or portable 
computers containing PHI ever taken 
out of the practice? This includes 
portable computers, back-up tapes, 
smart phones, paper charts. 

Are electronic devices encrypted? 
Do you periodically check electronic 
equipment to ensure encryption 
safeguards have not been disabled?

How does your practice “secure” non-
electronic PHI (“secure” has a specific 
meaning under the Breach Notification 
Rule) and protect oral PHI?

Is your workforce trained to 
immediately report suspected 
breaches of PHI?

Does your practice have a procedure 
in place to conduct a risk analysis of 
any suspected breaches of PHI?

Have you asked your Business 
Associates what they are doing  
to comply with the Breach  
Notification Rule? 

Have you updated your Business 
Associate Agreements to require your 
Business Associates to notify you 
promptly if they discover a breach  
of PHI and to provide you with all of 
the appropriate information regarding 
the breach?
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NIST Appendix E:   
Risk Assessment Guidelines
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A D A  P R A C T I C A L  G U I D E  T O  H I P A A  C O M P L I A N C E

Name of Practice  

Facility Address 

City State Zip  

Acknowledgement

I, , have read and
                              (print workforce member’s name) 

understand that my job assignment grants me clearance to access protected health information (PHI) 
about individuals and/or their personal representatives. I also have read and understand our practice’s 
policies and procedures on safeguarding PHI, including sanctions that may be imposed against me, 
regarding the electronic use and disclosure of protected health information. 

I further understand that any questions about the security and privacy of protected health information 
should be addressed to our privacy and/or security official for guidance. 

Signature of Employee 

Signature of Security Official  

Date 

Sample Acknowledgement of 
Responsibilities Regarding Access to 
Practice’s Electronic Systems Containing 
Electronic Protected Health Information
This sample form illustrates how a dental practice may document workforce 
acknowledgement of their responsibilities when accessing the practice’s  
electronic systems that contain protected health information. 
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Name of Practice  

Facility Address 

City State Zip  

Acknowledgement

I, , have read and
                              (print workforce member’s name) 

understand our policies and procedures and sanctions may be applied to me if I abuse the clearance 
assigned to me. 

I also understand that my job responsibilities may change, eliminating my access to protected health 
information, and if I abuse my privileges and access PHI, even though access has changed, that the 
practice has the authority to terminate immediately my employment. 

I also understand that if I lose or misplace electronic devices, or if I disable the encryption software 
safeguarding PHI, enabling an unauthorized user to access protected health information, that I may  
be subject to legal action taken against me as an individual. 

Signature of Employee 

Signature of Security Official  

Date 

Sample Consequences of Unauthorized 
Access to the Practice’s Electronic 
Protected Health Information
This sample form illustrates how a dental practice may document workforce members’ 
acknowledgement of the consequences of abusing privileges to access electronic 
protected health information. 
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Name of Practice  

Facility Address 

City State Zip  

Employee   Employee ID 

Departure Effective Date    

   Disable immediately user ID and passwords to practice management system.

   Disable immediately user ID and password access to electronic health record. 

   Disable access to practice-hosted e-mail and e-mail server. 

   Credit cards returned; cancel online purchasing authority.

   Retrieve any portable electronic devices. 

   Cancel telephone voice mail.

   Retrieve keys, cancel card-key or biometric access privileges to facility. 

   Handbooks, including policies and procedures, returned. 

Human Resources List 

   Letter of resignation received; or notice of termination delivered. 

   Final timesheet and/or activity report delivered.

   Final check sent to address provided by workforce member. 

   Forwarding address on file. 

   Benefits (health, retirement contributions, sick leave/vacation leave) discussed. 

Sample Workforce Member Exit  
Interview Checklist 
This sample form illustrates a checklist to close out a workforce member’s access to 
protected health information upon exiting the practice, irrespective  
of whether the workforce member left voluntarily or involuntarily. 
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Sample Workforce Member 
Acknowledgement of Awareness and 
Understanding of Practice’s Exit Interview
This sample form illustrates how a dental practice may document an exit interview for the 
workforce member to acknowledge termination of a workforce member, irrespective of 
whether the workforce member is terminated voluntarily or involuntarily. 

Appendix 4-7

Name of Practice  

Facility Address 

City State Zip  

I, , understand
                              (print workforce member’s name) 

that in terminating my employment, whether voluntarily or involuntarily that the practice will take  
the following actions: (Workforce initials each of the following.) 

    My access to electronic protected health information is terminated and all authentication 
and authorization credentials for access are invalidated and, as appropriate, are removed. 

    Keys, card-keys, and/or biometric access will be retrieved or cancelled. 

    The practice will refer any unauthorized attempts at access to the practice’s electronic 
protected health information to appropriate authorities.

    A representative of the practice has completed an exit interview and I have provided 
a forwarding address. 

Signature of Terminated Employee 

Signature of Security Official  

Date 
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Sample Security Incident Report 
Appendix 4-8

Description of Attempted or Actual Security Incident: 

 

 

 

Date Time Location  

Who Discovered Security Incident:  

How was Security Incident Discovered:  

Evidence of Incident: 

 

Actions Taken to Minimize Damages to Practice’s Systems and Electronic Data:

 

 

 

Policy and Procedural Changes Implemented to Avoid Recurrence:

 

 

 

Security Official Name 

Signature of Security Official  

Date 
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    Severity Level of Incident
   Date  Location  Description 1: Least Serious 5: Most Serious

    
1 2 3 4 5

    
1 2 3 4 5

    
1 2 3 4 5

    
1 2 3 4 5

    
1 2 3 4 5

    
1 2 3 4 5

    
1 2 3 4 5

    
1 2 3 4 5

    
1 2 3 4 5

    
1 2 3 4 5

    
1 2 3 4 5

    
1 2 3 4 5

    
1 2 3 4 5

    
1 2 3 4 5

    
1 2 3 4 5

A D A  P R A C T I C A L  G U I D E  T O  H I P A A  C O M P L I A N C E

Sample Security Incident Log
Appendix 4-9
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Appendix 4-10
Phishing and Social Engineering Threats: 
Information and Sample Policy

A marked increase in successful hacking attempts makes securing your practice information more 
important than ever. Health care organizations can be especially vulnerable, too. The relatively 
high value of health record information on the black market continues to draw attacks to health 
care organizations. In some cases, inadequate risk analysis and workforce training can increase 
the likelihood of security incidents and data breaches. 

One of the most prevalent tactics used by hackers to gain access to health care information 
assets is known as “phishing.” Phishing is a type of fraud where hackers pose as legitimate 
companies or individuals in an attempt to gain access to sensitive or confidential information, 
or to trick the recipient into clicking on a link or sending money. An example of phishing is when 
someone purporting to be a representative of your bank sends you an email requesting your 
account log-in and password. In a health care setting, an example could be when someone 
falsely identifies themselves as a relative of a patient and asks for the patient’s personal health 
information. Phishing is not just limited to email; phishers may also employ letters, faxes and 
phone calls.

Phishing attacks employ a strategy known as social engineering. Social engineering attempts to 
manipulate workforce members of an organization into breaking normal security policy, exposing 
the organization’s information assets to increased risk of unauthorized access. “Spear phishing” 
occurs when the attacker targets a specific person and does some research in order to craft an 
email that is more likely to trick that person. An example of a spear phishing attack would be an 
email crafted so that it appears to come from the dentist, asking a member of the dental team to 
send confidential information by return email. 

A HIPAA covered dental office’s Security Official should address these threats in the practice’s 
ongoing risk analysis. Beyond that, the workforce training standards specified in the Security 
Rule can help reduce the risk of a successful phishing attack. 

The single greatest vulnerability in any organization to such attacks is its workforce members. 
Ongoing successful defense requires training and conscientiousness at all levels of the organization. 
A Security Official can also help the practice by maintaining an awareness of emerging threats of 
various kinds, and responding to them with timely changes to security policies and procedures, 
as well as with periodic training and security reminders. One way for a Security Official to learn 
of emerging threats is to monitor information security and health information technology news 
services, and to review announcements of government enforcement activities. HIPAA Security 
Officials should be alert to a changing threat environment and adjust HIPAA policies, procedures, 
and training as needed to respond to emerging threats.
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Sample Update to Risk Analysis

Information asset: email, phone, U.S. Mail, etc.

Vulnerability: The dental practice receives communications through various channels that may 
be used for phishing attacks, and staff may not be prepared to identify phishing attempts and 
respond appropriately

Threat: Phishing may be used to try to access patient information

 Risk: 
 • Likelihood: (choose one) low medium high 
 • Severity: (choose one) low medium high

Risk management: To reduce the risks and vulnerabilities to a reasonable and appropriate level, 
our dental practice will update our HIPAA Security policies and procedures as follows:

Sample Policy
To minimize the risk that a phishing attack might cause a workforce member to permit an 
unauthorized individual to access patient information, the Security Official will:

 •  Update our HIPAA policies and procedures to include information about phishing, including 
signs of a phishing attack and what workforce members should do if they suspect phishing 
and if they believe they may have been the victim of a phishing attack, and update training 
and training materials to include these topics

 •  Work with IT vendors and suggest software solutions to the Dentist to help minimize 
the risk of phishing attempts.

 •  Review suspicious emails and other communications and take steps to determine whether 
they are legitimate, such as independently verifying a request that may have been 
engineered so that it appears to come from a trusted individual. 

Workforce members will observe the following instructions to minimize risks associated with 
threats employing social engineering techniques:

 1.  If you receive an email from an unfamiliar source, do not open the email. Alert the Security 
Official. 

 2.  If you open an email and it does not look quite right, and alert the Security Official. 
Important clues to watch for include:

  • Misspelled words

  • Broken grammar

  • Unusual addresses or domain names in the “from” field

  • Sender’s names you do not recognize 

  • The presence of suspicious looking hyperlinks or attachments

  • An unusual request that appears to come from someone you know

  •  A request for confidential information, money, to click on a link in the email,  
or to open an attachment to the email  
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 3. If an email or text message is suspicious:

  a. Do not open any attachments 

  b. Do not click on any hyperlinks

  c. Do not reply to the email

 4.  In general, do not use any of the practice’s network laptops, workstations or tablets for 
personal social media, email, and visiting websites, because phishing attacks can come 
through these channels.  

 5.  Phishers may use other communication methods to try to get to our workforce members 
to visit an infected website or download malware. Notify the Security Official of any 
suspicious communications. Methods of attack may include:

  • Letters

  • Faxes

  • Telephone calls

  • Text messages 

 6.  Removable media are sometimes used in social engineering attacks by impostors posing as 
tech support or sales representatives. Here are some steps to reduce your risk of phishing 
and social engineering threats via removable media: 

  •  Do not permit any unscheduled visits by vendors – call the vendor to verify that an 
appointment has been scheduled and the name of the representative.

  •  Maintain strict physical access controls so that outside storage media cannot be placed 
in a network drive of any type.

  •  If you suspect an impostor, call the vendor they claim to represent to verify their 
identity, and ask the individual for identification, including a government-issued 
photo ID.

  •  When contacting a vendor, use the phone number, email address, or other contact 
information that you know to be correct. For example, do not use the phone number 
provided in a suspicious email.
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