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Chapter 6
Physical Safequard

Standards:
HIPAA Security Rule

A Practical Guide to HIPAA Compliance



What You Will Learn in This Chapter

O Specifics of the four Physical Safeguard Standards and their ten
Implementation Specifications.

O How to distinguish required and addressable Implementation Specifications in
Physical Safeguard Standards.

O How reasonable and appropriate actions provide the framework for a dental practice’s
implementation of Physical Safeguards, taking into account the dental practice’s size,
complexity, and environment in which it operates.

O Why maintenance of electricity is such a key element of the Security Rule’s Physical
Safeguard Standards.

O How to make electronic protected health information “unusable, unreadable, or
indecipherable to unauthorized users” under the Breach Notification Rule.

Key Terms

The following terms are key to understanding the content of this chapter.
You will find meanings of each term in the Definitions of Key Terms in Appendix 1-1 and 1-2.

Access Control Electronic Protected Health Information
Addressable Encryption

Authentication Guidance

Availability Implementation Specification

Breach Integrity

Business Associate Maintenance Records

Confidentiality NIST Guidelines

Contingency Operations Protected Health Information

Covered Entity Required

Electricity Supply Security Incident

Electronic Media Workstation
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Appendix 6-2: Sample Facility Maintenance Repair Log
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Appendix 6-3: Sample Electronic Media and Hardware Movement Log
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