PRACTICAL

GUIDE
SERIES

HIPAA Compliance

Privacy and Security Manual

Last Updated 3/2015

Table of Contents

CD-ROM USEIS GUIAE......cuueeeeieeeeecnerecirectreeereeeeeeesressseeesssessssesssseesssssssssessssessssessssessssssssssessses i

Introduction/Getting Started.............cciictc et iii/v

Chapter 1: The 2013 Final Rule

INEFOAUCTION . ...ttt ettt ettt e s et e b e b et e b e b e et et e s s e e st et e seent et esseentensessesntenses 1
L Lo T o O 2
Summary of the Changes in the 2013 Final RUIE .......cccueeiiiiieeiiieeceeeecenteecceeerese st 4
A, NOTICE OF PriIVACY PraCtiCOS. ..ottt 4
B. Breach NOTIFICATION ... 6
C. Business Associates and SUDCONTIACTONS ... 8
D. Restricted Disclosure to a Health PIan ... e 12
E. Patient Request to See and Get Copies of Records (“ACCESS”) ... 17
F.  Subsidized Marketing COMMUNICATIONS ..........ccvuiurrieriiieriiceiieeeiie et seees 21
G. Sale of Patient INFOrMatioN ..o 25
H. DBCEABNES .o 27
Lo ENFOICOMENT. oo 30
Jo PNANIIES oo 31
Ko FUNGATISING ettt 33
L. IMMUNIZAEION RECOTAS ..o 35
M. GENETIC INFOIMELION ...... oo 37
N RESEAMCN .- 38
GOVEINMENT RESOUICES.....uuiiiiiiiiiiiiiieiiiteeete sttt ettt s et e s bt e s esbe s e sb e s s sabe s e st esensnesensassnnns 39

Chapter 1: Appendices

1-1 Definitions of Key Terms (Plain LaNgUage) ........ccccviviiuiiiiiriniiiniiiiicccccsecsseessesnes 41
1-2 Definitions of Key Terms (Regulatory Language)..........cccccivueiiiininincniicininciccieciesennes 53

Table of Contents c



ADA PRACTICAL GUIDE TO HIPAA COMPLIANCE

Chapter 2: 25 Steps Toward Privacy and Breach Notification Compliance

Step 1:
Step 2:
Step 3:
Step 4:
Step 5:
Step 6:
Step 7:
Step 8:
Step 9:

Step 10:
Step 11:
Step 12:
Step 13:
Step 14:
Step 15:
Step 16:
Step 17:
Step 18:
Step 19:
Step 20:
Step 21:
Step 22:
Step 23:
Step 24:
Step 25:

Privacy Official ..o 3
Privacy Policies and Procedures ...........cocuevuereeiiicniniiniinicniiiiiennisessessssessesssssessesssssens 8
Notice of Privacy Practices (“Notice” or “NPP”).....ccccccevverertrreneneninnenenenenneenessennenees 11
Designated RECOId SEtS ........ciiiiiiiiiieeeeceteeee ettt ettt s s enee 18
MiniIMUM NECESSANY ...cciiiuiiiiiiiiiiiiiiteite ettt eae s ssae s srae s anesensessane 21
VETIFY IAENTITY .ttt ettt sttt se s e ae s e e e enens 26
REQUITEd DISCIOSUIES ....eoruiiieiiriiiieieeiteteee ettt et s et ss et e st e sse st e e e s st e saessesnesanenne 30
Permitted Use and DiSCIOSUIES ........cc.ccuviruiriiiiiiiniiiiiiiicictcncrcrescsreres e 31
Patient Authorization FOrMS........ccoccvuiiiiiiniiiiiiiiiic e 43
Subsidized Marketing COmMMUNICAtIONS .....c.coviviiriiiiiiiriniiiereteeee et 49
Sale of Patient INformation.......c..ccceveiiiiiiiiniiniiniinccte et 57
Mitigate Harm ... e 58
BUSINESS ASSOCIALES ...cuviiiiiiiiiiiiiiiiiicitctt e 60
Patient Rights and REQUESTES .........ccceeruiiiiiiiiiiiiiniiniiicccece e 71
TrAINING occceiiii e 100
Disciplinary Action (“SanCtionNS”)....c.ccccecterererrtrreneetereeneetertesrese et e sre st seesse st seessennes 103
Retaliation and INtimidation..........cocoeviiinininiiinininiicctcccceeen 104
Waiver of HIPAA RIGOTS ..co.coiiiiiiieieeceieiestetetesce ettt s e snesae st snesnene 106
Documentation of HIPAA COMPlanCe.......cccocceirviereririeenenintececenteseseseessese st sveenes 107
Safeguard Patient INfOrmation ..........ccecceiiieriiiinencnirececctreet e 109
De-identification ........cciiiiiiiiiiiiii s 112
Breach Notification........ccviiiiiiniiiiiiii s 115
COMPIAINTS ..ottt ettt st be st st b e st sbebe st ebeaas 135
FUNAFAiSING ...vouviniiiiiiiciiitcc s 138
REVIEW @Nd REVISE....cuiiiiiiiiiiiiiitiicictctcict ettt st saeaas 140

Chapter 2: Appendices

211
21.2
2.2
2.2b
2.31
2.3.1b
2.3.2
2.3.2b
2.4
2.51
2.5.2

Sample Designation of Privacy Official.........ccccooviiiiniiiniiiiniiiiiiciccicce, 5
Sample Privacy Official JOb DeSCription ........cceceeuevuiciiirerieciiirerieteteescsieeeeeeeeneeeene 6
Sample Acknowledgement of Receipt of HIPAA Policies and Procedures....................... 10
Sample Acknowledgement of Receipt of HIPAA Policies and Procedures..................... 10b
Sample Notice of Privacy PractiCes.......cocevirerrieneninnieneneeeeneeeetesceeeeesseeeesee s e e eens 14
Sample Notice of Privacy Practices — Spanish Version ......c.ccceeceecerveevenennnnencnnennnenne. 15b
Sample Acknowledgement of Receipt of Notice of Privacy Practices ..........ccecevuenuenunee. 17
Sample Acknowledgement of Receipt of Notice of Privacy Practices ........ccccccveueee. 17b
Sample List of Designated Record Sets..........ccociviniiiiiiiniiiiininiciiiceeceenes 20
Sample Workforce Access to Patient Information ..........cccceveveiinviencninicncniincncneneen. 24
Sample Routine Disclosures and REQUESES.........ccccevuiivieiiniiiiininiiicctcecce s 25

Table of Contents



ADA PRACTICAL GUIDE TO HIPAA COMPLIANCE

2.6 Sample Verification of IdeNtity......ccceceeirveririererieeeeee ettt 29
2.8 Sample Decision Tree: Decedent PHI........c.cocuiiiiiiiiiiniiieeeneecteeeeeeesee et 42
2.9 Sample Authorization Form for Use or Disclosure of Patient Information ..................... 47
2.9b Sample Authorization Form for Use or Disclosure of Patient Information ................... 47b
2.10.1  Sample Patient Authorization for Marketing — All Products and Services ..................... 51
2.10.2 Sample Patient Authorization for Marketing — Single Product or Service ..................... 53
2.10.3 Sample Patient Authorization for Marketing — Single Company .......cc.cccceevererveererennnen. 55
213 Sample Business Associate AGQreement.........cccevuevieniiiiiniiiiinincieenes 65
2141  Sample ReQUEST FOr ACCESS ....ccuevuiiiiiiiriiiiiiiitciee ettt sttt a e s neas 77
2.14.2.1 Sample Request for AMendment........cccceeeieririirenenentnineneteteeseeteeee et sae e 83
2.14.2.2 Sample Denial of Request to AMENA ........coccvuririrerieniiineneetnteereteeeeee et sae e 84
2.14.2.3 Sample Amendment REQUESt LOG....cccveiuiiiuinuiiiiiiniiiiiinieiiciencircnenc st sssenens 85
2.14.3.1 Sample Log of Disclosures of Patient Information.........c.ccceceeverrienenninneencnnenneeseneeeenens 90
2.14.3.2 Sample Request for Accounting of DiSCIOSUIES........cccuevuirerrierererseenenerreeeeneeeeseeeeeens 91
2.14.4 Sample Request for Confidential Communications.........ccccevueeererveenenierseenrensenseeneneeeens 94
2.14.5 Sample Request for Restricted Use or DiSClOSUre.........cccceverieeeererreeneneneeceneseeeeeeeeens 98
215 Sample HIPAA Training Sign-in ShEet........cccviiiiiieriiiiercetniesectreveet et 102
2.221 Sample Breach AssesSMENT FOIM ....ccccovviiiiiireirieniienierreeseeetessseeseessseesseesaesssesssesssesssees 125
2.22.2  SamPple Breach LOG....cociieiiiieiciiieicitnteeit sttt sre e st ae s st sbesae st s snenes 129
2.22.3 Sample Agreement to Receive Electronic Communication.........ccceceeuvvverucinincnnenucnene 132
2.22.4  Full Disk ENCryption Q&A ......cocoovuiiiiiinieniiinicntiiciesit sttt resse st sresae st ssneaes 133
2.23 Sample ComMPlaint LOg.....coiiiiiininiiiiienitiiiictniccnt ettt eresae s srenes 137

Chapter 3: Protected Health Information

Chapter 4: Administrative Safeguard Standards: HIPAA Security Rule

Administrative Standards and Implementation Specifications.........ccccecevercrnenerienneneneneeeeeeene 2
Security ManagemeENnt ProCESS........coouiiiiiriiiiieiteeee ettt st e et sre s sae st esaesaesnessseenes 3
RISK ANIYSIS ot 4
SANCHION PONCY oottt 7
Information SyStemM ACTIVITY REVIEW ... 8
Assigned Security RESPONSIDIlITY ......cccceiiiiriiiiiiiiiiiieccneeeetce e 9
WOrKforce SECUNItY ..ot 11
AUthOriZation @aNd/Or SUPEIVISION........iiuiiiiieie e 12
WOrkforce ClearanCe PrOCEAUIE. ... .o ettt 13
Termination Procedures 14
Information ACCeSS MaNAGEMENT .......ccceiruerueitiiriinierteteteerete ettt sse st e ae e enes 16
Isolating Health Care Clearinghouse Functions.. .18
ACCESS AULNOTIZATION ..o 19
Access Establishment and ModifiCation ... 20
Security Awareness and TraiNiNg ......cccceierrererrienierenterereertete e st estesse st st e ssesse e s essessessaesesseessensens 21

Table of Contents



ADA PRACTICAL GUIDE TO HIPAA COMPLIANCE

SECUNTY REMUNAETS ..ot 22
Protection from MaliCioUs SOTTWAIE. .........oouiiii s 23
LOG=IN IMIONITOMING 1.ttt 24
PASSWOIA MANAGEMENT ......vvuiiiiiieieeei et 25
Security INCIAENT ProOCEAUIES .....cc.ciiiviiiiriiieceriereteet ettt st sse st st ere st et sa et snesae s s e enens 27
RESPONSE ANA REPOTITING ... 28
CONEINGENCY PlaN ...ttt ettt s s b et s s b s s st s b e s e s st e b e s e s sessaesaesseeneeanens 29
Data BACKUP PIAN ... 31
DiSaStEr RECOVETY PlaN.......ciiiiiiiiiiiicriie ettt 32
Emergency Mode Operation Plan ... .33
Testing and REVISION PrOCEAUIES............coiiiiee e 35
Applications and Data Criticality ANGIYSIS ..o 36
oY = o TN 37

Business Associate Contracts and Other Arrangements

Written Contract or Other ArrangGemMENT ..o

Chapter 4: Appendices

Appendix 4-1: NIST Activities and Sample Questions Regarding Administrative Safeguards ......... 43
Appendix 4-2: Sample HIPAA Security Risk Assessment For A Small Dental Practice..................... 63
Appendix 4-3: NIST Appendix E: Risk Assessment Guidelines..........ccccceeveerieeveernerneenneenneenneeeneenenees 81

Appendix 4-4: Sample Acknowledgement of Responsibilities Regarding Access
to Practice’s Electronic Systems Containing Electronic

Protected Health INformation ..........ccceeeueinireciinininccneecee e 89
Appendix 4-5: Sample Consequences of Unauthorized Access to the Practice’s

Electronic Protected Health Information..........ccccceeeeuevieviieneneninnencncnceccrcecene, 90
Appendix 4-6: Sample Workforce Member Exit Interview Checklist ........cccceecervervieneninsencnncnenee. 91
Appendix 4-7: Sample Workforce Member Acknowledgement of Awareness and

Understanding of Practice’s EXit INTErVIEW ........cccceveeveecirerneenenieenieceneereceeseeeenes 92
Appendix 4-8: Sample Security INCIAeNt REPOIt .......coeeieiuiriiieieninteceneeteereete et 93
Appendix 4-9: Sample Security INCIAeNTt LOG......cccueeiriiieiiniiiiieniniecieneetesrese et ere e 94
Appendix 4-10: Phishing and Social Engineering Threats: Information and Sample Policy ............. 95

Chapter 5: Technical Safeguard Standards: HIPAA Security Rule

Fundamentals About Technical Safeguards..............ccciiniiiiiiiiniiiniiiie 2
Y el el =E = 0 1 o N 5
UNiQUE USEr IA@NTIFICATION w......ieeee s 6
Emergency Access Procedure... !
AULOMELIC LOGOTT .o 8
ENCryption @Nd DECTYDPTION ...t 9
AUAIT CONLIOIS ...ttt s b s e a s s as b sae s b e b sbesnsesnes 10
=T PN 11
Mechanism to Authenticate Electronic Protected Health Information ..., 12
Person or Entity Authentication .........cccceeviiiiiiiniiiininiiii s 13
TranSMISSION SECUIILY .eouveiiiiiiiiiiiiiiiiite ettt ebe s et sb e s saae s saae s ba e s bt essnbaesane 14

f Table of Contents



ADA PRACTICAL GUIDE TO HIPAA COMPLIANCE

INEEGITEY CONMEION .ot 16
ENCIYPTION s 17
Chapter SUMMACY ..o bbb s ene 18

Chapter 5: Appendices
Appendix 5-1: HIPAA Security Guidance for Remote Use of and Access

to Electronic Protected Health Information ..., 19
Appendix 5-2: NIST Activities and Sample Questions Regarding Technical Safequards................ 27
Appendix 5-3: EMergency ACCESS LOG......cccouvuriiiiininiiiiiiiicicieicsetencsseseiesssses e esesaesaessene 36

Chapter 6: Physical Safeguards Standards: HIPAA Security Rule

Facility ACCESS CONTIOIS .....oueiiiiieeeeeeee ettt st e s s st e se et e s e e e s ne s 4
Contingency Operations... .5
FACIITY SECUIEY PIAN oo 6
Access Control and Validation ProCEAUIES. ..o 8
MAINTENANCE RECOTAS ...ttt 9

WOTKSTALION USE.....iiiiiiiiiiiee ettt et et s ettt s e s s s se st e e saeemeesa 10

WOTKSTAtiON SECUILY c..eeveeuirieieritrieteeteet ettt st et se st e b et e st st e s se et e b e s e s st et e s e e st s b eaesseeneeanens 12

Device and Media CONEIOIS....cc.coiiriereirteiereetereecet ettt sse st et e e st s e e s st st e e s e saesseeneeanens 14
DISPOSAL . 17
IMEAIA RE=USE.....oo e 18
ACCOUNEADITITY e 19
Data BaCKUP @Nd STOTGE... ... 20

Chapter 6: Appendices

Appendix 6-1: NIST Activities and Sample Questions Regarding Physical Safequards.................. 21
Appendix 6-2: Sample Maintenance Repair LOg .......c.cceeuevuiririiiuininiinieniiiinenenienneseesessesseesnenes 27
Appendix 6-3: Sample Electronic and Hardware Movement Log .......cccoceevivucneiiinenncnicnncnncnnnennes 28

Chapter 7: Training is the Key to Compliance

HIPAA TrainiNg OVEIVIEW ...cc.eiiiiiiiiiiiiiinieiitiitcriteetesree ettt a s sae st s st e st e s saesae s st s st e saaessnesanees 1
WHhat YOU'Te REQUITEA T0 DO ...coueiiiiiiieeieeieeiteeeesteeee et st eseesstesseesaesestesssesseesssesssassssesssasssesssesssasnnes 1
Sample Training Update TOPICS.....civuereriiieriiiiienieetiteiee ettt st sse st sbe s st s sbesse st s snessesntenne 3

Chapter 7: Appendices
Appendix 7.1: Sample 12-Month Security Refresher Training SESSIONS.......cccceeveeerreerenerseenenenenns 9

Chapter 8: 12 Key Things to Remember: HIPAA Privacy, Security, and Breach
Notification

Web Resources

Table of Contents





