ADA PRACTICAL GUIDE TO HIPAA COMPLIANCE

Web Resources:

Federal Government Resources on
HIPAA Compliance and Data Privacy
and Security

1. Covered Entities

Are You a Covered Entity?
http://www.cms.gov/Regulations-and-Guidance/HIPAA-Administrative-Simplification/HIPAAGenInfo/AreYouaCoveredEntity.html

Covered Entity Charts
http://www.cms.gov/Regulations-and-Guidance/HIPAA-Administrative-Simplification/HIPAAGenInfo/Downloads/CoveredEntitycharts.pdf

2. Notice of Privacy Practices

Notice of Privacy Practices for Protected Health Information
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/notice.html

Model Notices of Privacy Practices (English and Spanish)
http://www.hhs.gov/ocr/privacy/hipaa/modelnotices.html

3. Business Associates

Business Associates
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/businessassociates.html

Sample Business Associate Agreement Provisions
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/contractprov.html

4. Patients’ Families, Friends and Personal Representatives

Communicating with a Patient’s Family, Friends, or Others Involved in the Patient’s Care
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/provider_ffg.pdf

Personal Representatives
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/personalreps.html

5. De-ldentifying Patient Information

Guidance Regarding Methods for De-identification of Protected Health Information in Accordance with the Health
Insurance Portability and Accountability Act (HIPAA) Privacy Rule
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/ De-identification/guidance.html
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Law Enforcement

Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule: A Guide for Law Enforcement
http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/emergency/final_hipaa_guide_law_enforcement.pdf

Emergency Preparedness

Emergency Preparedness Planning and Response
http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/emergency/index.html

Disclosures for Emergency Preparedness — A Decision Tool
http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/emergency/decisiontoolintro.html

Incidental Uses and Disclosures

Incidental Uses and Disclosures
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/incidentalusesanddisclosures.html

Minimum Necessary

Minimum Necessary Requirement
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/minimumnecessary.html

10. Treatment, Payment and Health Care Operations

Uses and Disclosures for Treatment, Payment and Health Care Operations

http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/usesanddisclosuresfortpo.html

11. Marketing Communications

Marketing
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/marketing.html

The HIPAA Privacy Rule and Refill Reminders and Other Communications about a Drug or Biologic Currently
Being Prescribed for the Individual
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/marketingrefillreminder.html

12.Public Health

Disclosures for Public Health Activities
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/publichealth.html

13. Research
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Research
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/research.html
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14.Deceased Patients

Health Information of Deceased Individuals
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/decedents.html

15. Immunization

Student Immunizations
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/studentimmunizations.html

16. Mental Health

HIPAA Privacy Rule and Sharing Information Related to Mental Health
http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/mhguidance.html

17. HIPAA Audits

HIPAA Privacy, Security, and Breach Notification Audit Program
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/index.html

18.Workers Comp

Disclosures for Workers Compensation Purposes

http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/workerscomp.html

19. Government Access

Restrictions on Government Access to Health Information
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/govtaccess.html

20.General Information about Privacy Rule Topics

Medical Privacy of Protected Health Information
http://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-MLN/MLNProducts/Downloads/SEO7 26FactSheet.pdf
This publication has links to government resources on:

Consent forms

Incidental disclosures

Email, telephone, and fax

Communications between health care professionals and patients’ families and friends

Child abuse reporting

21.Breach Notification Rule

Breach Notification Rule

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule
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22.Security Rule
HIPAA Security Series:

1. Security 101 for Covered Entities
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/security101.pdf

2. Security Standards: Administrative Safeguards
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/adminsafeguards.pdf

3. Security Standards: Physical Safeguards
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/physsafeguards.pdf

4. Security Standards: Technical Safeguards
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/techsafeguards.pdf

5. Security Standards: Organizational, Policies and Procedures and Documentation Requirements
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/pprequirements.pdf

6. Basics of Security Risk Analysis and Risk Management
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/riskassessment.pdf

More information on security risk analysis (also referred to as “security risk assessment”):

Top 10 Myths of Security Risk Analysis
http://www.healthit.gov/providers-professionals/top-10-myths-security-risk-analysis

Guidance on Risk Analysis Requirements under the HIPAA Security Rule
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf

Security Risk Assessment Tool
http://www.healthit.gov/providers-professionals/security-risk-assessment-tool

7. Security Standards: Implementation for the Small Provider
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/smallprovider.pdf

8. Remote Use of and Access to ePHI

http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/remoteuse.pdf

23.Resources from the Office for Civil Rights (“OCR")

OCR is the federal agency that enforces HIPAA. The OCR Health Information Privacy website,
http://www.hhs.gov/ocr/privacy, offers numerous resources on HIPAA compliance, such as:

Frequently Asked Questions
http://www.hhs.gov/ocr/privacy/hipaa/faq/index.html

Unofficial Combined Regulation Text of All Rules
http://www.hhs.gov/ocr/privacy/hipaa/administrative/combined/index.html

Sign Up for the OCR Privacy & Security Listserv
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/listserv.html

OCR has posted HIPAA educational videos on YouTube. Visit:
https://www.youtube.com/user/USGovHHSOCR
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OCR offers three modules on HIPAA compliance on Medscape.org:

Patient Privacy: A Guide for Providers
http://www.medscape.org/viewarticle/7818927?src=ocr

HIPAA and You: Building a Culture of Compliance

http://www.medscape.org/viewarticle/762170?src=ocr

Examining Compliance with the HIPAA Privacy Rule

http://www.medscape.org/viewarticle/763251?src=ocr

For consumers, OCR offers factsheets about individuals’ rights under the HIPAA Privacy Rule:
http://www.hhs.gov/ocr/privacy/hipaa/understanding/consumers.

24.General Information on Privacy and Security Topics

The following resources, from federal government agencies other than OCR, offer information about health
information privacy and security topics.

A. HealthiT.gov

Privacy & Security Training Games
http://www.healthit.gov/providers-professionals/privacy-security-training-games

CyberSecurity: 10 Best Practices for the Small Health Care Environment
http://www.healthit.gov/providers-professionals/cybersecurity

How Can You Protect and Secure Health Information When Using a Mobile Device?

http://www.healthit.gov/providers-professionals/how-can-you-protect-and-secure-health-information-when-using-mobile-device

Frequently Asked Questions

http://www.healthit.gov/providers-professionals/frequently-asked-questions

Guide to Privacy and Security of Health Information
http://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf

Reassessing Your Security Practices in a Health IT Environment: A Guide for Small Health Care Practices
http://www.healthit.gov/sites/default/files/smallpracticesecurityguide-1.pdf

CYBERSECURITY - The protection of data and systems in networks that connect to the Internet - 10 best practices
for the small healthcare environment
http://www.healthit.gov/sites/default/files/basic-security-for-the-small-healthcare-practice-checklists.pdf

Health IT Privacy and Security Resources
http://www.healthit.gov/providers-professionals/ehr-privacy-security/resources
B. Health Resources and Services Administration (“HRSA”)

Health IT Adoption Toolkit
http://www.hrsa.gov/healthit/toolbox/HealthITAdoptiontoolbox/index.html

Privacy and Security
http://www.hrsa.gov/healthit/toolbox/HealthITAdoptiontoolbox/PrivacyandSecurity/index.html
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